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1. Scope

This document describes the recommended configuration of the AudioCodes OTSBC 7.4 device to
enable the use of ALES clients in Remote Worker configuration, and OTC clients in VolP Remote
Workers mode. Also, it includes a guide to internal reverse proxy server enabling procedure.

8AL90065USAI ed03 4 /97



OTSBC general Overview Alcatel-Lucent

Enterprise

2. OTSBC general Overview

OTSBC 7.4 is used to enable secured communications with SIP TLS signaling and encrypted
conversations (SRTP Media) between the compatible SIP devices in the context of OpenTouch solution:

- with Remote Worker users connected to OT/OXE servers from WAN (Internet) domain thanks to

o OTC applications on PC, Android smartphones and iPhone devices for OT and OXE
servers

o Reverse Proxy

2.1 Using OTSBC to secure conversations on corporate LAN
and on WAN (Internet)

| OpenTouch Remote Worker - OT SBC - Reverse Proxy - configuration template (EDxx draft) ]

€ === =) uTPe 50ch 38 Rervece Proxy, SEC Firswall OTC ek, OTC Smartghone, OTC PC

It intends 10 be o base of discussion for design. mansgement o technical suDport prrpose.

G oceadPy PG
€ = = = =P WobRTC Ausoniceo mesa

Tooltips (mouse) are avaiistie on same components k¢ a shart cescripten (TEC) Layers can be seleciad
PAEMSs STy 1ae Show 0@l Of Al CITeOl paameles i 3 shor descrphon

Hampiate usage intormation sod weage
’ T tompiata cesrinas 2 fypiea snyronmant far DipanTauth wen ramots warker arehtactins mvohang cevees
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ACS: conforence-sooea cadga ) 172971220

(external guests users or remote
corporate users joining from OTC Web)

One considers here 2 interfaces / 2 networks on OTSBC:

- One on corporate LAN domain for OpenTouch and OXE servers that work in non-secured mode
(SIP/UDP or SIP/TCP, RTP/UDP),

- One for the WAN domain, allowing SIP secured (SIP/TLS and SRTP) Remote Worker clients to
operate with internal OpenTouch and OXE servers through OTSBC in SIP secured mode.

It is possible to use internal Reverse Proxy.
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2.2 WAN secured OTC clients VolP short operating mode
2.2.1 Software clients

OTC software client users have to authenticate both on Reverse Proxy and on OpenTouch server. OTC
clients have to accept the certificates of the different edge components (Reverse Proxy, SBC).
Providing that VolP on WAN domain is allowed to OTC client by configuration, OTC client will SIP
Register from WAN domain to OpenTouch or OXE server through OTSBC device, allowing some
subsequent calls in VolP mode, in secured mode on WAN side of OTSBC device.

The feature iPhone VOIP everywhere, available from OpenTouch 2.5, requires these SBC additional
settings. When the iPhone is in a deep sleep mode, the iPhone can be only waked up by an Apple
Notification event (From APNS). When it is received, the OTC application sends a SIP register, to the
OXE, to be able to receive calls. A new OpenTouch component “Kamailio” has been added to manage

the SIP dialogue with the OXE and the OTC IPhone. “Kamailio” must be added in the SBC configuration
like a dedicated SIP Proxy between SBC and OXE

High level Architecture scheme:

Incoming VolP

— call
OTC wakes- —,m
ug o T —
T BBB _@_ ¥ N ¥ Pushinvite
@ REGISTER SBC WAN Ne i @
%
4 ~ d
| R N -
ore \ 2 % N
suspended | 5 o '\\ / 0
\ :,9.. Register 6 \___ Fa s
@ %:; \\‘ > - }-V Store invite |
\ % §
|\ 3 R =
G @y &
( APNS . ) OpenTouch
\,_\_ U_} Customer LAN
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2.2.2 OTC Web with WebRTC

OTC-Web application is a pure Web client that runs on any recent browser. Anonymous guest users
can simply join an OT conference by typing its valid URI in their browser. Anonymous guest users are
not authenticated on Reverse Proxy nor OT.

The https conference flows between OTC-Web client on WAN domain and OT server in corporate LAN
are handled by the Reverse Proxy by configuration.

By using the WebRTC technology embedded in recent browsers, OTC-Web enables to participate to
conferences with audio without the need of a physical telephone. The OTSBC device secures the SIP
dialog by Secure web sockets encapsulation and the media by SRTP-DTLS on WAN domain.

4

4—p  WEBRTC Signaing
== Private DNS
————p Audio/Video media Publc FQDNs —
Mov company.com & GIPOT
Public DNS l )

l oMZ _— Enterprise Network

Pub.sip-secvices. company com & @IP SBC z O i ]

Conferance.compary.com  @IP RP pub-sip-sepices.company.com

\J&wmwmsu»’mam J \ : SBC .

ot.company.com < @P OT

Jﬁnrerenu COMPany.com i
b Private FQDN4

conference company.com=> @P ACS cluster

o Only « web collaboration » interface is exposed
OTC Web (extemal guests users or re on RP, without authentication but with
corporate users joining fromOTC Wet) mve m
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3. OTSBC Configuration

This section describes the OTSBC Configuration procedure.

IPV4 only protocol configuration is described in this document.

3.1 OTSBC software installation and basic network connectivity
setting

3.1.1 Installation of a virtual machine (Virtual Edition) in VMware environment

The installation of a VM server is described in:
LTRT-10837 Mediant Virtual Edition(VE) SBC Installation Manual Ver. 7.4
1. Deploy the .ovf file

The recommended VMware ESXi Host Server specifications are:
Resource Hypervisor: VMware ESXi version en5.5 or more
Processors: 2 Cores. 4 cores if Transcoding is needed
Memory: 4 GB or more
Disk space: at least 10 GB
Network: two preconfigured virtual networks: one for WAN side (DMZ - untrusted) and one for
LAN side (trusted)

e To configure the admin LAN IP address (using CLI):
1. Use the VGA monitor and keyboard to connect to the Mediant Software OTSBC’s CLI
management interface.
2. At the prompt, type the username (default is Admin - case sensitive), and then press ENTER:
Username: Admin
3. At the prompt, type the password (default is Admin - case sensitive), and then press ENTER:

Password: Admin

4. At the prompt, type enable and press ENTER:
Mediant SW> enable
5. At the prompt, type the password again and press ENTER:
Password: Admin
6. At the prompt, type the following commands to access the network interface configuration:
Mediant SW# configure voip
Mediant SW(config-voip)# interface network-if 0
Mediant SW(network-if-0)#

7. At the prompt, type the following commands to configure the corporate network used for LAN
users and SBC management (IP address, prefix length and default gateway):

Mediant SW(network-if-0)# set ip-address 172.26.45.32
Mediant SW(network-if-0)# set prefix-length 24
Mediant SW(network-if-0)# set gateway 172.26.45.1

At the prompt, type exit to complete the network-if-O configuration:
Mediant SW(network-if-0)# exit

8. If Mediant Software OTSBC is connected to the IP network that uses a VLAN ID (e.g. 10 here),
type the following command to configure it (otherwise skip to step 9):

Mediant SW(config-voip)# interface network-dev 0

8AL90065USAI ed03 8 /97
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Mediant SW(network-dev-0)# vlan-id 10
Mediant SW(network-dev-0)# exit

9. At the prompt, type exit to complete the configuration:
Mediant SW(config-voip)# exit

10. At the prompt, type write to write the configuration and auxiliary files to NV memory:
Mediant SW# write

11. At the prompt, type reload now to reset the device and activate the new configuration:

Mediant SW# reload now

12. After the OTSBC restart, connect to its Web interface using the IP address of network-if-0 to
continue the provisioning.

3.2 OTSBC main maintenance procedures

3.2.1 License file installation

A valid license file according to the OTSBC serial Number, release and the features needed must be installed
to enable the Session Border Controller full functionality:

- Licenses delivered for R&D QA activities are linked to the VM device MAC address.

To find the Device Information:

e Open the ‘Device Information’ page (Monitor tab > Summary > Device Information menu)

QCoudiocodes = [ e .

Aot SW MONITOR 2 ETWTE pATAMETa Rl

You can also view the Serial Number by CLI (Mediant SW# show system version) or in the Board.ini
configuration file or in Setup/Administration / Maintenance / License Key webadmin menu.

To configure the license Key:

e Open the ‘License Key’' page (Setup tab > Administration > License tab > License Key
menu)

e Also it is possible to open ‘License Key’ page by “Actions” sub-menu.

8AL90065USAI ed03 9 /97
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Configuration File

Auxiliary Files

License Key

Software Upgrade

Configuration Wizard

reyoeTyEe

Put the Software Key file on your PC. ‘Load File’ or ‘Load String’ and push ‘Apply New License

Q0000

oo

o000

I e R O T

Important: preserve the License Key. It may be returned for getting a new one if the OTSBC VM is replaced
by a new VM with a new MAC Address.

Important: the License Key may content a maximum release domain. Check for its value before upgrading the
OTSBC system, elsewhere the network connectivity may be lost.

8AL90065USAIl ed03 10 /97
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3.2.2 Software Upgrade with a .cmp file — Software Upgrade Wizard

Note: upgrading OTSBC with a .cmp allows a smooth upgrade from a release ‘A’ to release ‘B’:
License key, server certificates and configuration .ini file are not destroyed by this process

To configure the Software Upgrade Wizard:

e Open the ‘Software Upgrade Wizard’ page (Setup > Administration > Maintenance >
Software Upgrade menu or Actions > Software Upgrade)

OCaudiocodes

JATE Software Upgrade

SNMP Szart Software Lpgrade

ICEMSE Warning:
r eErade f dovice will reser and the Brevious confs

e Click on ‘Start Software Upgrade’ button to start the software upgrade process

e When the Wizard window is opened, browse the .cmp OTSBC software file and push ‘Load
File’.

e After loading: ‘File SWSBC_SIP_F7.XXX.xxx.cmp was successfully loaded into the
device’, push the ‘Next’ button to load an INI file or to use the existing configuration.

e You can choose to load a PRT file (Prerecorded Tones File) at this step or to continue by
clicking ‘Next'.

e Then finish by clicking ‘Next: ‘You have finished the upgrade process. Click the ‘Reset’
button to burn the configuration to the device flash memory and restart the device.’

A Caution: A License Key file may content a maximum release compatibility domain.
So it may be mandatory to replace the software key before some upgrades.

8AL90065USAI ed03 11 /97
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3.3 OTSBC Configuration procedure

This section describes how to navigate in the Web server navigation tree of the OTSBC.
To connect on OTSBC (after its first network settings done): http:// “IP address of OTSBC”
Login (default); Admin password (default): Admin

HTTP and telnet (non-secured mode) are enabled by default. To secure the access to the device
configuration and maintenance, you can change later the values of the Web Security and Telnet/SSH
settings in System/Management.

For any SBC configuration from scratch for Remote Worker use case, it is recommended to
use the AudioCodes internal Configuration Wizard tool.

3.3.1 Configuring an OTSBC using the AudioCodes wizard tool

AudioCodes SBC wizard tool is the easiest way to start the SBC configuration from scratch. Since 7.2, a
configuration wizard is embedded in OTSBC software.

OCaudiocodes

AeCUANT SW
® SRD A
PN TIME 8 DATE Time & Date

UTC Offset Hours: | 3 Minutes: - 0
Daylight Saving Time Disabia
TP SERVER 057 Maoga
Enable NTP
Primary NTP Server Address (1P or FQDN) » | 1DS7 126127

Secongary NTP Server Address (IP or FQDN)

- The “external” PC configuration wizard still exist and can be used instead.
- The wizard tools automatically check for updates at start if the device has a direct access to Internet
(there must be no proxy configured).

The wizard generates a configuration file (.ini) for your SBC device using some pre-loaded templates
according to the applications /use cases needed (OTC Remote Workers, with or without SIP trunking) and the
network deployment topology (one or two SBC IP interfaces, OT node with or without OXE node, secure/non-
secure domains, IP/VLAN/FQDNS in use).

8AL90065USAI ed03 12 /97
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Here is an example of OTSBC 7.4 embedded wizard run for Alcatel-Lucent Enterprise Remote users use
case:
- Step 1 “Welcome”

QC audiocodes p - . . - O

D Zrety. pars e, vale

- Step 2 “General Setup”: choose “Remote Users” Application IP-PBX with Remote Users”,
o apply the Template “Alcatel-Lucent Remote Users”
o choose a “Two ports: LAN and WAN” network setup for SBC: the WAN side interfaces to
the corporate FW/NAT, while the LAN side interfaces to the Voice/Applications servers OT
and OXE

mOUdiOCOdES MONTOR TROLIBLESHODT Save Restart Actiers % admine  (3)

Meatanc VE SBC D Enrity, parameter, vatle

WELCOME Choose application type and configuration
GENERAL SETUP
] PRE-DEFINED TEMPLATES
STEM
ACES Application
P-PEX @ Bamote u p-F emote Uzers)
Template [ ote sars

Network setup

- Step 3 “System”: declare your primary NTP server, change the Time Zone if necessary, choose
https preferably as the web interface protocol, configure syslog if needed.

8AL90065USAIl ed03 13 /97
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L[> Entity, parameter, value

LOCAL DNS TABLE

~ Enabie

WELCOME Configure system parameters
GEMERAL SETUP
_ e
SYSTEM
Wen Interface o
INTERFACES Vel Interface HTT
CLl interface =
1P-PEX nterface sSH
Enable Syslos
Ip-pEz Enable S @
1220 Syslog 1057.126.120
REMIOTE USERS
TIME AN DATE
HTTE PROKY CONFIGURATION
Time Zone TS
SUMBAARY
Pnmary NTP Server 10.97.126.127
FIMISH ! S .

Secondary NTP Server

- Step 4 “Interfaces”:

QCaudiocodes

SETUP

Mealanr VE S8C

WELCOME

GENERAL SETUP

LAMN INTERFACE

0.0.0.0 or gomeain.com

[<oxc o>

Configure interfaces

GROUFP_IGE_1

SYSTEM

PR VLAN Tagging T
F-REXZ VLAN 1D

pPE

|P fddress
REMOTE USERS

Supnet Mask
HTTP PROXY CONFIGURATION

Default
SURMARY Gareway

FINISH Primary DNS

Secondary
DHS

1097 126 147
255755255 0

1097 126 254

10.97 126127

0o00

o [ e > |

WAN INTERFACE

F'l".'_-.a'SIC3| Port AN

Interface
VLAMN Tagging

e

YLAN D 2

IP Address 10.97 126,137

SuonetMask | 7552552550

1097 126254

Primary DNS 10,97 126127

Secondary 0600
DS i
NAT PUBliCIP  [0000

Cancel

configure the LAN and the WAN interfaces. Declare the public NAT IP address.

| O Bnilty, parameiar, value

MAMAGEMENT INTERFACE

LAN w

- Step 5 “IP-PBX”: declare the OXE IP address its FQDN in SIP Domain field. Change only if
necessary the default 5060 SIP port, Media port start and/or planned max quantity of OTCT

sessions values.

8AL90065USAIl ed03
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QOCaudiocodes

P-PBX configuration

METWORK INTERRACE

SvaT
etwork Type
NTERFACES
19-PEX SIP INTERFADE
PPER
Address | 17247121 Trarspor: Type o
PpENS 1F24712.12 port Typ TP =
Backup Adcress | 0 0.0 or domain com | Desonaton Part 5060
REMICTE USERS 1
= eh 5P Domain | node012lpad.qa | Listening Port 5060
HTTP FROKY COMASLRATION L :
Kaop Allve g
SLIMIMARY i
FINISH

IWEDRA POHTE (REALM,

Maglia Protocal ey -
Bas= Port | eoa
Mumbser Of Sessions |30

- Step 6 “IP-PBX2": declare the OpenTouch IP address and its FQDN node in SIP Domain field.
Change only if necessary the default 5260 SIP port, Media port start and/or planned max quantity of
sessions.

QCaudiocodes

IP-PEXZ configuration

HEMCITE USERS

TEY
S Js= aodinonal server for @
TEREACE Remata Users
-PEX

IP-PEAZ METWORK INTERFACE

PPE Hewwork Type

1P-PEO2 SIP INTERFACE

Address AT2A7A270 ] Transport Type o i
AISH Backup Address 0.0.0.0 o demein com | Destnation Por 280

SIF Domarr ruspbwvm 10 load.qa Il Listening.fort | 5250

Wl ECEA PORTS (REALM|

Media Protocal SR w
Base Part G200
Number OF Sesshans ?jﬂ

(<o v > o

- Step 7 “IP-PBX3”: declare the OpenTouch IP address and its FQDN node in SIP Domain field.
Change only if necessary the default 5160 and 5260 SIP ports, Media port start and/or planned max
guantity of OTCT sessions.
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QCaudiocodes

Mdextiant VE S8C 0 Emwity, paramerer, islue

P NETWICAK [NTERFACE

PPENE. Negwork Type

1P-PEXZ SIP INTERFACE

Address "ITZ 171210 Transport Type vOP v
FAMNISH Backup Address 0.0 0 or domain com ' Destination Port 5160

SIP Domain uspbym 1 oed os | Listening Part 5260

o E3

- Step 8 “Remote Users”: declare in SIP CLIENTS (OXE) ‘SIP Domain’ the public FQDN used by
OTCT to reach OT and OXE servers via the SBC device. Change the default SIP ports and secured
protocol values only if necessary. Replace the default value in OTC WEBRTC ‘SIP Domain’ by the
LAN FQDN of OT server.

OCaudiocodes

Medvant VE S8C

WELCOME Remote Users configuration
GEVERAL SETUR

NETWORK INTERFACE WEEDHA PORTS (REALA)
SYSTEN

Wetwark Type Wit Base Port 6600

- AT Patdic IP Number Of Sessions 30
- SIF CLIENTS (OKE) OTCIPHOKE (CHE)

Enabied ] Eralsled ]
REMOTE USERS

Transport Type | LS V| TedespartType L v|
HTTF PROCY CONFIGURATION

(525 1 Usening Port Gl
SUMWARY
| TP ” | Media Protocol e v |

FINISH

SIP Domair | sbz-qa. 33 sle-intemationai com | Doable 3P Doman

SiP Domain

OFC WEBRTC [OPENTOUCH]

Enabfed -]

Transport Type WERTE bl

aening Pert (o061
Media Protoco!
Enabte SIP Domain B
B Dermnaln

| nesplyern 10 load ga

(<ot [ e > [ o

- Step 9 “HTTP proxy configuration”: This option is used for ALES clients to access DM files on the
OXE. Enable “Use HTTP proxy”, uncheck “Use LDAP Authentication” if not needed. Enter external

8AL90065USAI ed03 16 /97
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FQDN for Reverse Proxy in "External Domain Name" field. Fill “Internal Host” with OXE FQDN or
IP. If LDAP Authentication is used, fill “LDAP URL”, “Username” and “Password”

e o,
f - 6

= chmin ~ @)

| [ Enrmy, parameter, value

WELCOME HTTP proxy configuration
GEMERAL SETUP
HTTZ BROXY
STEM
NTERFAFE Use HTTP proxy ]
. Use LDae
P-pEX ;
AUthenocation
-PENT
P-PRN GEMERIC
REMOTE LEERS External Demain | ot-sbe.ga ale-ntemational com
Name
HTTP PROXY CONFIGURATION I
URL Path [Ciidmsofiphone
SURMARY
Internal Hast | 172471242
-~ Bt

LDAR AUTHENTICATION

LDAP LRI Idap:iidap. server. local: 38/CN =Users.DC=|
Username | Acministrator
Password [ Passwora

Known issue (not reproduced in the external wizard tool):
CROT-10720 : SBC internal wizard does not add the Reverse Proxy configuration to the ini file

8AL90065USAIl ed03 17 /97


https://jira.ale-international.com/browse/CROT-10720

OTSBC Configuration Alcatel-Lucent

Enterprise

- Step 10 “Summary”: check for the overall values and modify if necessary using “Back”

QCaudiocodes

Megiart VE SEC [ Entity, parameter, value

@ ERD |l .

WELCOME Conclusion & IMI

GENERAL SETLIP Configurstion Summary Hl file

SYSTEM General Senup is s LAM AN
INTERFACES

1P-PEX Jem
IP-PEX2

1P-PEX3 Interfaces

REMOTE

FIGURATION

HTTP PROKY

SUMBAFY

FirdIsH

IP-PEX

Base Port: §000
Hurmber OF Se
Py

K (T L

- Use “Save INI file” on the local PC or/and “Apply & Reset” the configuration file to the OTSBC
device.

QCaudiocodes ®

Medfant VESBC

(=) (3) o | A v

WELCOME

SYSTER

NTERFACES

p-PEX
WARNING: Applying thils configuration will Gverwrite il of the exlsting device configuration.
ppENT
ma Apply & Reset
REMOTE
HTTR PROXY CONFIGURATION

SUMMARY

FINISH

| #2 save e
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3.3.2 OTSBC web admin menu
http(s)://<OTSBC admin IP address> or http(s)://<OTSBC admin FQDN>
Topology view:

SBC webadmin shows by default the TOPOLOGY VIEW which is a functional view of the running configuration:
here WAN and LAN domains along with their SIP interfaces, SIP servers (IP-PBXs) and Remote workers types
configured by Wizard. Itis located under SETUP > SIGNALING & MEDIA.

SBC

The upper bar always gives a quick access to SET UP (configuration), MONITOR,
TROUBLESHOOT, Save, Reset, Alarms monitoring and direct Actions (configuration file
management, Auxiliary Files management, License Key management, Software Upgrade
management and Configuration Wizard).

Device Information view:
e Select MONITOR / MONITOR.
e Main General Information

e Alarms — color changes from green to orange if any alarm is on. Alarms can be displayed by
clicking on ‘Alarms’ button (same as in MONITOR > Summary > Active Alarms)

e Network ports — color changes when disconnect — some information displayed by clicking on
them (same as in MONITOR > Network status > Ethernet Port Information)
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QCaudiocodes £l MONITORT  mousiess dorse (18
Medrant 5w 1 MONITOR }p Enoty, parameter, value
® SRD A

SLIMMARY

PERFORMANCE MONTORING

Nenwork

- 0 @ @ ° ° ’
hcive Calls Aversge Succsss Reuo  Average Cell Qursoe Csls per Sec ensecticns per Sec Regizteced Users
P

3.3.3 Physical ports, Ethernet devices, Ethernet groups and IP interfaces

Unless when noted, all these objects are already configured if wizard has been used.

To manually configure / modify the Ethernet Device table :

e Open 'Ethernet Devices' page (SETUP > IP NETWORK > CORE ENTITIES > Ethernet
Devices)

mgudiocodes MOMITOR TROLBLESHOOT Save Fesat Actions I

{3 Enrity, parameter, vakie

£} NETWORK VIEW Ethernet Devices {2
mm 1] Tage 1 of ! sraw [ 10 | recards per sage
NDEX = WEANID UNDERLVING INTERFACE NAME TAGGING nNTU
o | " Arnagged 1506
Uriegged 1
SECURITY #0[LAN_DEV] E3
QUALITY
T GENERAL
ame £
VWER SERVICES -
HTTP PRGRY Uinderfying Intertace * GACILF Wiew
Tagging
RADIUS & LOAR R =
MEDHA CLUSTER
ADWANCED
= D %

Note: Native VLANs (VLAN IDs) and Names must be different for each Ethernet Port, even without tagging.
Use the real VLAN numbers if tagging is used.
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The Physical Ports Table:

The physical ports have been created along with the Ethernet Devices.

QCaudiocodes

{3 Erity, panmeer, (ie

£} NETWORK VIEW Physical Ports 121
4 CORE ENTITIES . - -
m Fage|l af 1 Shaw | |0 ¥ | records per page 4
P interfaces (3]
Ethemet Devices (2) MDEX = NAME WODE SPEED AND DUPLEX DESCRIPTION GROUP STATUS
Ethemes Groups (1) o GE1 Erably funo Negatiatien LA P ArThe
EIVS PR ) GE 2 Enaniz ALt Hegonasicn VAN Port Acthe
Static Routes (0]
HA Settings
14 Henwark Menitar (0
MAT Translasion 13
SECURITY -
#0[GE_1] Edit
QUALITY
ONS GENERAL ETHERMET GROUP
W Name Member of Bthernet Gra..,
Deserigoan » Lan part Group Stats
HITE PROXY e
S Speed and Duphex fuen Negotiation

The Ethernet Groups :

Ethernet Groups enable link redundancy capability. By default the configured mode is ‘single’.
QCaudiocodes seTup

Meglant 5W | 1P NETWORK

Al
e Ackmir

Lt

D Eriy. parameter. vaiug

Ethernet Groups 15
4 CORE ENTITIES
m Page o 2 v w4 Show | T0W | veconds per page =
| Interfaces (3)
Etemes Devices (2] INDEX = MAME MODE MEMBER 1 MEMBER 2
GE1 -
! [
5
SECURITY
QUALITY GROUP 10
ohl
#D[GROUP_1] [ dit |
WEB SERVICES
HTTP FROY P
FADILS B 1D4F Hame
Mode
MEDiA CLUSTER R e e
o Member 2 rew
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The IP Interfaces :
To manually configure / modify the IP Interfaces table:

e Open the ‘IP Interfaces' page (SETUP > IP NETWORK > CORE ENTITIES > IP Interfaces)

QCaudiocodes sEnp

O Ennity, parameten value

IF Interfaces
EDER -
Ethernet Devices (2) INDEX N&ME ECCHDARY DN RNET
Ethernet Groups (15) ethl 1P Mar :
L TP Mtanual aaT 126137 e 99713 154
2 P 1Pyl Marise 097126138 T} 097126254 0.0
#0feth0] Ex
GEMERAL # ADDRESS

Namne * ethl rerface Mode
Appiication Type DN+ Megia + Conzro © Address = 1EETIzE 147

Ethernet Device ® LN DEV VW Prefix Length

Defaul Gateway

DNE
Frimnary DKS

ANCED Secondary DN3

neerface Stamis Tabie #

e Set the following parameter for LAN, WAN and RP(if you want to use integrated NGNIX
instead of HTTP Reverse Proxy server (see 4.4)) interfaces:

Application Type: set ‘OAMP + Media + Control’ on LAN interface. Avoid using OAMP
function -Web management interface- on WAN side. Set “Media + Control” on WAN and RP
interfaces.

IP-Address: LAN: <OAMP and Voice LAN IP-Address> WAN: <DMZ |IP-Address> RP:
<DMZ IP-Address>

Prefix Length: The Subnet Mask length in bits (e.g., 24 for 255.255.255.0).

Gateway: <Default Gateway>

Primary DNS Server IP Address: <First DNS server available for this interface>
Secondary DNS Server IP Address: <Second DNS server available for this interface>

Underlying Device: <name of Underlying Interface Ethernet device>

Note: Whenever a reset with Save to Flash is required, the Save and Reset buttons are encircled with red in
the upper line:
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QCaudiocodes

D Emtity, parameter, vaius

Maintenance Actlons

RESET DEVICE

SHMP
LOCK
LICENSE
Mo v
o MAINTERSNCE
Dzable r

Maintenance Actins

For Save Configuration:

nwpice quality, thersiore

3.3.4 General Media Setting for NAT Traversal

To enable NAT Traversal for media:

e Open the 'Media Settings' page (SETUP > SIGNALING & MEDIA > MEDIA > Media
Settings)

e  Set NAT Traversal to ‘Enable NAT Only If Necessary’

QCaudiocodes e

Mediant S| | SIGNALING & MEDIA A0) Ervoty. parameer, vaile

¢y TOPOLOGY VIEW Media Settings

CORE ENTITIES
GENEAAL RUBUSTNESS
CODESS & PROFILES

l NAT Traversal
SBC

SIEDEFINITIONS

MESSAGE MANIPULATHON

A MEDHA, S0P Session Dwner ALinCocesGW

Mexiz Security
RTF/RTCF Settings
Vaiee Sattings

SECSETTINGS

FaxModem/CIiY Settings

nsp

Preferences Mods Doest't Include Extensions v

Quiality of Experience

INTRUSION DETECTION
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3.3.5 Media Security (SRTP) configuration

Not Done by Wizard

To configure Media Security:

e Open the 'Media Security' page (SETUP > SIGNALING & MEDIA > MEDIA > Media Security)

| £ Eniity, paramerey, wallie

Meddia Security

MASTER KEY IDENTIFER
RTP/RTCF Settings
Vice Settings Master Key Identifier (MKI) Size b
I-:u;::::-ri:q)enmce
Set ‘Media security’: ‘Enable’ for SRTP enabling
Set ‘Media Security Behavior’:
o ‘Preferable’ (default value): encrypted call is initiated. If the cipher suite negotiation fails, an
unencrypted call is established
o ‘Mandatory’: only encrypted calls are allowed
Set the “Offered SRTP Cipher Suites: AES-CM-128-HMAC-SHA1-80"
24 /97
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3.3.6 Media Realms configuration

To configure Media Realms (partly done if wizard has been used):

e  Open the 'Media Realms' page (SETUP > SIGNALING & MEDIA > CORE ENTITIES >
Media Realms)

3 TOP Y VIEW Media Realms (4

#1[OpenTouch] =3

GENERAL QUIALITY O EXFERIENCE

s o OmenTruen Sk Rrofie

apaiagy Locwion Ssnowin Pafie
Pl interisce Name:

LR Port Range SEart

Hambar Of Mals Seision Lags

LOP Py e End

TCP Sort Rangs Start

TCP Fort Range Exd

Dataut Mena Busi

e Create one per leg (use “+New’ button):
Media Realm Name: set a relevant name
IPv4 Interface Name: set the same name as in IP Interfaces Table
Port Range Start: set a different value for each use
Number of Media Session legs: set the max quantity of the media legs
Notes:

The Port Range End value is set automatically by wizard depending on Port Range Start value and
the number of Media Sessions. The port ranges must not overlap.

The media realms (and behaviour) are associated to the IP Groups objects.
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3.3.7 SRD configuration

One SRD object is meant to be used as one Tenant/one Company signaling domain. Therefore, if installed
from scratch using the wizard, an OTSBC will only have a single SRD instance: ‘defaultSRD’ (some SRD
instances can be added later in case of multi-tenant deployment).

To configure SRD :

e Open the 'SRDs' page (SETUP > SIGNALING & MEDIA > CORE ENTITIES > SRDs) : SRD
“defaultSRD”:

QCaudiocodes Actltns - (P

Lot

2 Ennity, parameter, valug

& SRDs (1
A TORE ENTITIES
mm Clone. I Page i of 1 Snew 0 W pmeseirparsage
SIP Interfaces (5) INDEX NAME SHARING PLLICY SEC OPERATION MODE SBE ROUTING POLICY USER SECURITY
Media Realms (3) e " Shared = " deteutscRouingPolcy 1 " hceptal
Proxy Sets (3]
P Groups (7)
CODERS & FAGFILES
SBC
1® DEFINITIONS .
SIRRETNAIoHS #1[defaultSRD] 1 defaulshn E3
ULATIO
MEDL GENERAL REGISTRATION
Namre * defaunzAr
TRUSION DETECT]
Shiaring Policy Al
SBC Ciperatiar Meds
SBC Rauiting Poscy i e
Uzed By Rouaing Secver ot Ussd
Dial Plan View
CAC Prafile View

Max Number of Registered Users: -1 No limitation

Enable un-authenticated Registrations: Enable - leave as is, this parameter must be configured in SIP
Interface objects
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3.3.8 SIP interfaces configuration
To configure SIP interfaces (done for servers and Remote workers if wizard has been used):

e Open the 'SIP Interfaces' page (SETUP > SIGNALING & MEDIA > CORE ENTITIES > SIP
Interfaces) :

e Create a SIP Interface per destination type: OT on LAN, OXE on LAN, OTCV on WAN, OTCT
on WAN, WebSocket on WAN (done by wizard), Encrypted phones on LAN if needed (not
done by wizard):

= Click ‘+New’, give a relevant Name (wizard starts by default with ‘SipIinterface1’, it can
be renamed as ‘Siplf1_OT’ for SIP interface for OT and so on), associate the default
SRD name previously created, associate the relevant Network Interface previously
created in IP Interface Table, the Application Type: ‘SBC’, the signaling ports: TCP
port 5260 for OT on LAN, UDP port 5060 for OXE on LAN, TLS port 5261 for OTCT
Remote workers, 8061 for WebSocket — done by wizard.

Enable un-authenticated Registrations setting:

= Set ‘Disable’ for all WAN SIP interfaces(Disable = Registers are sent to the SIP Proxy Server,
the user registration is added to the database only if authenticated by the proxy server)

= Other choices: ‘Not Configured’ (default) to use with OXE and OT SIP interfaces, ‘Enable’ =
the SBC device adds any REGISTER requests to its database even if the requests are not
authenticated by a SIP proxy (forbidden for WAN domain)
User Security Mode settings:

= ‘Accept Registered Users’ = blocks any SIP requests from unregistered users — to apply to all
WAN SIP interfaces

= Other choices: ‘Not configured’ (default value),’Accept all’ = calls from unregistered users are
not blocked (forbidden for WAN domain), ‘Accept Registered Users from Same Source’

#1[sipinterfacel] defaukSRD m

GENERAL MREDBA
Wi Reaim

Diract Macis

CLASSHICATION
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3.3.9 IP Profile configuration
To check after Wizard!
To configure IP Profile Settings:

e Open the 'IP Profiles' page (SETUP > SIGNALING & MEDIA > CODERS & PROFILES > IP
Profiles).

e Set IP Profile for OpenTouch (index ‘1’ here):

D) Enwity. paramerer, v

IP Profiles (&

[ now | var I N — :
A CODERS & PROFLES -

Coder Settings

Coder Groups

Aligawed A Conders Graupe ()

Alicoresd Vidwa Caders Groups [0} ATC e

#[OpenTouch] ﬂ i

GEHERAL

Creaned by Routing Server

MEDIA SECLITY

l SBC Medi Secu ity Made Mot Secured I

SF UPDIATE Support

ST MK
S Aemane reHTE

SBC Erforce MKI Sre Remmone Deciyed OFTer Sppert
SBC Media Securiy Wtnod MSRP re-INVITEAUF DATE
MSRP Offer Secup Rk
Ryt SRTF Upon Re-hey etup

= MERP Empty Message Format

Generane 5 Ao
Remone REpressTaton Mo
Non innming ADOCng Haates
Feep Lnar-agem eager
SBE EANLY MEDUA
Hana X Detact
Rumote Eany Meda T
Rempie Muftipe 182 % ;
Ponote: Early Mwaa Recposca T Frant pafan i T =
M Call Gt
Remite Whinie Earty Dlalogs fictor ting 0 Cpersnn Mads
SBC MEDIA
Mediation Mode RTP Mediation
Extension Coders Group
Allowed Audio Coders 2 View
Allowed Coders Mode Restriction
Allowed Video Coders = View

Allowed Media Types

Direct Media Tag

RFC 2833 Mode As s
RFC 2833 DTMF Payload Type 0

I Alternative DTMF Method As Is l
Send Mu.ltiple DTMF Methods Disable

SBC Media Security Mode: ‘Not Secured’
Alternative DTMF Method: ‘As Is’
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e Set IP Profile for OXE (index 2’

CORE ENTITIES

4 CODEAS & UROALES

[ weotes
Coder Zettings 1
Cinebar Chiouge "
Adkerweed Arudio Coders Groups [0
Alberaiiad] Vickess Cinlars Geajes 131

£BC

SIF DEFIMITAONE #2[OXE]
MESSAGE MaHIPULATION

GENERAL
BREDH

Horne

ITRIEION DETECTION

Crmateed by Routieg Sarer

MEDIA, SECURITY

here):

SBE Mesdla Securmy Mode

r———
il S

SBE Erviorce M Size

SBL Mese Securny Mesrca

Feset SHTF Lisan Ae-tey

Ganarate EATR Kags Mads

Fugs Cal Staw |82 v | recoras per page

SHE SIGNALING

PRACK Made

Fhtmwrind-isarny Hassar Wi

Dversian Hesder Mods

Aemaone Deloyed Offex Suppor
NIRF re-INVITEAUPDATE
WERP Offir Se0 Aole

NIRS Erapty Message Format

{01 Eray, parmmster vk

Rémoss Asgratertatean Mook

Kema Incoming Vs Hesders preee

SEC EARLY MEDIA,
Rermate Larty Media
Rarmicca Uatipls ik

Famans Earty Megia Pespence T

Wlas Call Durabiom [ mi| [
Bamncts Wukpie Eacly Diaizgs

Femans Muitiole drswen Mode Désal

I SBC FORWARD AND TRANSFER I

Remote REFER Mode

Regular

[ Remote Replaces Made ® Keepasis I

Play RBT To Transferee No

Remote 3xx Mode Transparent

SBC Media Security Mode: ‘Not Secured’

Remote Replaces Mode: Keep as is (Not done by Wizard)

e Set IP Profile for OTCT on WAN domain (index ‘5’ here):

£

WAL B WS 1L

ViFw 1T Prodiles 16

e | [ [

et e
et
o
e e
=
H#AOTCT] [ ]
Aboenl A Lodders Lareoupns 10}
bl ks s Gtemgm
] frw— v p——

i rowe . FRACK Mte ——
Tlern e ot (4 Lo Dy ROUOSE S e FASRING WRTEY MO R s
P Oluercn e Mo

AT SETLIBTY HE TR ol i
e — S i o

S ey i spoet

waacre P—

o el e Dentomna e Driayer ey uppon

S et e WSS e TR AT

[ ——r—— . s e s ke

Gorertn ST Uy ke S — B gy sEage

SRS S T G B Eemesn s
\rknows Crgm " U NS TR T
MESEACE WBNIPLLATIGN 0 Emrrn rkrows S )
u = 4

(IS R UG ACAL

S

Harabs 10ere|
RGN RETETION st ey Motk Sepvorid
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MEDIA

Broken Connection Mode * Ignore
Media IP Version Preference anly 1Pv4
RTP Redundancy Depth Disable

SBC Media Security Mode: ‘Secured’

Broken Connection Mode: ‘Ignore’ (Not done by Wizard)

e Set IP Profile for Websocket (OTC WebRTC) domain (index ‘4’ here):

¥ VTENy 1P Prafilas (7

o (OGBS PROFILES

Coder Sextngs

EDEm -

Cadar
Airwnd Aviths Cotlars Oreugs (5]

Adhowss Video Coders Sroups [0

#A[0OTC WebRTC)

CENERAL

hane

Comaned by Rousing Servr

MDA SECLINITY

P ettt

SBC MEDIA

Mediation Mode RTP Medimios
Extersian Caders Group

Allowed Autio Coders.

Allorwed Codars Moge Resrrienan
Allowed Viden Cogers

Allzwied Mirdie Tyaes

Dires Media Tag

| sFc 2533 Mode v osion )
WFC 2833 DTMF Payload Type a
| Alreenative DTHF Wethoo [ 1

Send DTMF hetnads Dimatie
Adapt RFCZE33 BW tovialos cade

S0P POme Ansiwer

Freferned PTime

Use Sitencs Suppressian Tranzzarant
RTP Redumdancy Mode &
RTCF Mode Transparent
Fexer Compensation Disabde

[ rcz wcae . L 1
502 Handie KT Dot Care
RTCE hur g

|'wr‘ Rack .

Woice Qualtity arCement Disabie

Max Dpus Bancwidth 2

Generme o Op Fackets Disanie
Ennanced PLC Disande

SBC Multipie Coders NGt SUppored

SBC Media Security Mode: ‘Secured’
Media Security Method: ‘DTLS’

RFC 2833 Mode: ‘Disallow’
Alternative DTMF Method: ‘As Is’
ICE mode: ‘Lite’

RTCP Mux: ‘Supported’

RTCP Feedback: ‘Feedback On’

View

View

Sy Expirws Mode
1P LPDATE Sugpeat
amoce e HITE
®am e Delayed Oifer Sugpart
MR e UTTILEOATE
MISRP Ofor Senup ks

MR P Emoty Message Formar

Bamiee Rep

oaz b
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Code Setrings
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#7[07TC IPhone]
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SHC EARLY MEDWA

Bemiats Eacty Wedla
Exericis st T
Barmices Eacty Maia Rapcosa T

Remcse Mah ple Eavyy Tiakogs

MEDIA

l Broken Connection Mode * Ignore I
Media IP Version Preference Cnly IPv4
RTP Redundancy Depth Disable

SBC Media Security Mode: ‘Secured’

Broken Connection Mode: ‘Ignore’ (Not done by Wizard)

e Set IP Profile for Kamailio (index ‘8 here):

17 LFDATE Suppart
Remice :INWTE
Benoae Desyyen e 5

MERF TR INVTELFDATE

WSRP Ot St Sk

MEP Empty Mesasge Forrmt

IP Profiles (&

Coder Settings
Coder Grougn 2
Allcrwed Audio Eoders G

Al Vicken Coders
8

S DEANITIONS #8[Kamailio]

GEMERAL

Created by iouting Server

MEDW SECURITY

| =B oaa sacueiny ose

MuSoa
SEC Enfarce M toe
B Mncha Secumty Machios

Reset SATF Wpon e ey

SBC Media Security Mode: ‘Not Secured’

SPUPDATE Suppar
Remate re TE sppamen

Rarrcie Delayeci O Suppart

WERP re INVTTEARDUTE
MEAP Offer S Bcle

WA Empry Message Format

Rurrate Reare:
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3.3.10 Proxy Sets configuration
To configure the Proxy Sets:

e Open the 'Proxy Sets' page (SETUP > SIGNALING & MEDIA > CORE ENTITIES > Proxy Sets)

Note: Proxy Set ID 0 must not be used,; this is the device's default proxy

3.3.10.1 Proxy set for OT (index 1 here):

e Click “+New’
Name: give a name for OT proxy: ‘OpenTouch’
SRD: ‘defaultSRD’
SIP IPv4 Interface: choose the right SIP interface created for OT on LAN

Classification Input: ‘IP Address only’

o CORE ENTITIES

| 1 Page)
, EnEs
SF nnerfaces (4] = Fe FRCOY =0T SRS
Media Rasaberrs (4} I [ Eam 1
7 Grougs 16)
COCERS & PROALES.
#1[OpenTouch] 5 defsuksan Ea

GENERAL

Hame

SBCIP SR intertace

TLE Cament Mame

REE® ALVE

Proxy Address (use the link on the bottom of the page): IP Address (or FQDN) of OT server: 5260 (it
differs from default 5060 port):

OCaudiocodes £ ! TROURLESHE ] TR
IJ:J ERy. CArATITES. vt
@
@
@ (®) Frony Sets [#1] > Proay Address
e ES
R = soort per
SIP Intartaces 1) [ o
Medly Reglems 1) oE
#0 =3
GENERAL
MELDH
P pckrenn

Trarapor Typs s upe
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3.3.10.2 Proxy set for OXE (index 2 here):

e Click ‘+New’
Name: give a name for OXE proxy: OXE
SRD: ‘defaultSRD’
SIP IPv4 Interface: choose the right SIP interface created for OXE on LAN
Classification Input: ‘IP Address only’

#2[ONE] 1 defauhsAn BE3
GEMERAL REDUNDANCY
Fegungency MoDe
SBE 1Pl SIP Imtertace * gplmarfacs: WView

7L Cantest am

Proxy Address (use the link on the bottom of the page):
o if OXE standalone: IP Address or FQDN of OXE node: 5060, or

e if redundancy mode: OXE main role address (or FQDN): 5060
QOCoudiocodes = o

o0
M W | £ Ennin. paraTer, VAl
®
 TEROLOEY VIEW (®) Provy Sams [£7) > Prosy Address
EEn = o ”
WEEL * TRAMEPORT THOE
< w0
% :
GENERAL
Proy Aderess
INTRLIEON DETECTION Transport Type
Proey Fritrty

Pty Rana0m Wi
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3.3.10.3 Proxy set for Kamailio (index 4 here):

e Click ‘+New’
Name: Kamailio
SRD: ‘defaultSRD’
SIP IPv4 Interface: choose the right SIP interface created for OT on LAN
Classification Input: ‘IP Address only’

A1 S e e vate

Promy Sars i3

#4[Kamailio] m deraulisRD En

GEMERAL
Mamg
IRTRUSCH BETECTION ‘SBE [Pk SIP Interface * cintetare Wiew

TLE Corast ams View

£ iy, pemiseer, vaine

®
® F §[#3] = Prowy Address
EDEn s Pugn i [ s (1T o s
i RANAT THE
o uee
251 PR
Bac
7 DEFITIERS #
MESLASE WANPULATION
GEMNERAL
MEDHA
[—— R —
RSO DETECTIGN Trovspori Tyee

ey Priny

Prasy Rardue W
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3.3.11 SIP Messages Manipulations configuration
The Message Manipulations table can include up to 1500 Message Manipulation rules (index). A
Message Manipulation rule defines a manipulation sequence for SIP messages. SIP message
manipulation enables the normalization of SIP messaging fields between communicating network
segments (WAN and LAN here)
Each manipulation rule can be assigned to any Manipulation Set ID which are groups (sets) of
manipulation rules.

To configure Message Manipulations:
e Open the 'Message Manipulations' page (SETUP > SIGNALING & MEDIA > MESSAGE
MANIPULATION > Message Manipulations).

Note: The wizard doesn’t give any names to the manipulation rules. A good practice is to name
them according to their role, ‘manip_for_OT’, ‘manip_for OXE’, ...

For more advanced use of message manipulations, refer to LTRT-42097 Mediat Software SBC
User's Manual Ver. 7.4

3.3.11.1 SIP manipulations rules needed for OT remote users

The manipulation Sets ID1, 7 and 8 are necessary for the OT remote users:
QC audiocodes

Message Manipulanans

EEmEm . - o

a1 [
CENERAL AETON
Acon Susje

Manipulstion Se1 O sa Acsion Type

Row Fae L : A Vil
MATEH

wesage Tree
Condtion

e Index 1 and 2 (Manip Set ID 1) modify all ‘From’ and ‘To’ URL host headers of all SIP
messages sent by OTSBC to OT from remote users.

NDEX = MANME MAMPULATION SET 1D M ESRAGE TYPE CONDITICN ALTION SUBJECT ACTION TYPE

e Index 30 to 33 (first part of Manipulation set ID 7) modify all ‘From’, ‘To’, ‘Refer-To’ and
‘Referred-By’ URL host headers sent by OTSBC from OT to iPhone remote users. ‘Refer-To’
and ‘Referred-By’ must be replaced by the public URI with SIP TLS port 5261. This rule is
acting with the OTSBC Remote Refer Behavior in the IP Profile Settings (Transparent) of all
SIP messages sent to remote users.

30 Moz ify socgaga.ale nermational - Use Current Condmon
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#30 3
GENERAL ACTION
Hame Action Subject ® haader.iou
Manipulation Set 10 Ll Action Type * Modify
Rowi Aole se Current Condition Action Value * 'sbona gaaslenternationsl com®
MATCH
Message Type
Condition
w
#31 =3
GENERAL ACTION
Marns Acticn Subjact " hes
Manipulation Set I .7 Action Type * Madify
Row Role Use Cuirers Condfian Action Yahue = aLqa.ale-iner
MATCH
Message Type
Condftion
#32 =3
GEMERAL ACTION
Pame Action Subjact L lll e Refer-To.url host
Mariipulation Set 1D . Action Type ® Mooy
Row Role Action Vakee = TOC-gags.ake-intemational.com:
MATCH
Message Type ® referrequest
Condition * header Refer
#3
GEMERAL ACTION
Hame Action Subject * header Referrec-By.ul
Manipuanon Set 1D . Action Type * Wowy
How Role e Current Cang Action Value * ‘sacqa onalenesmamonal com 5251
MATCH
Message Type “rfer request
Condition 8 teades Referred-By
e Index 34 and 35 (last part of Manipulation set ID 7) forces transport to TLS.
34 ¥ refer et heacsr ReferTo syt hader Refersn wl ranspa  Madify -1 Us e Currest Cndition
35 7 refer request nsacier Refered-By exists | header Referred-By urltran - Maaify Use Current Condition
#34 z©3
GEMERAL ACTION
Narme Action Subject u
Manipulation Set ID =7 Action Type = Modify
Row Rola Use Cuirran Conaon Action Value -z
MATCH
Message Type = referrequest
Condaian .
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#35

GEMERAL
Neme
Manigulation Set ID

Aow Role

MATCH

Message Type
Congition

ACTION
Action Subject % heater ReferectBy urltransporttype
Adtion Type

Use Current Coreiida Action Value

Index 36 and 37 (Manip Set ID 8) modify all ‘From’ and ‘To’ URL host headers of all SIP
messages sent by OTSBC to OT from remote users with iPhones.

B neaderto-un now Manfy

eaderfromaurbhast Modify

3.3.11.2 Manipulations rules needed for OXE remote users

The manipulation Sets ID2 and 5 are necessary for OXE remote users (OTCT):

#13

GEMERAL
Mame
Manipulation Set 1D

Rowe Rnle

Message Type

Condition

#16

GEMERAL
Name
Manipulation Set 10

How e

MATCH
Message Type

Conaiion

#17

GENERAL
tame
Marspulation Set B

Row Finie

MATCH
Message Type

Condition

Index 3 and 4 (Manipulation Set ID 2) modify all ‘From’ and ‘To’ headers of all SIP messages
sent by OTSBC to OXE node from OTCT remote users.

F header.to. wLhost Wiy
header from url host Modify

Lis= Current Condition

Uiz= Cusrrmnt Comditi

Index 15 to 18 (Manipulation set ID 5) modify all ‘From’, ‘To’, ‘Refer-To’ and ‘Referred-By’
URL host headers sent by OTSBC from OXE to OTCT remote users. ‘Refer-To’ and
‘Referred-By’ must be replaced by the public URI with SIP TLS port 5261.

header to url host Moy ‘shoqagaalsimternanonal o Lize Curent Condition
eader host Mo iy ‘sbe-ga.qaale-imernational.e  Use Current Condition
refer rag heacer Bafer rl host Moty ‘che-qe e ala-irternatioralc Lise Current Candition
v.raque header.Referren-By.urinost  Moady sbe-gs.ge aie-mernauarale  Use Current Condinon
[ o |
ACTION
Aaticn Subjec = heager.cour hast
Action Type
Action Value ® ‘stc-ga na.ake intemananal.com
i |
ACTION
Action Subject * header from ur hos
=5 Acion Type:
Action Value nal o
ED
ACTION
Action Subject el
.5 Action Type
Action Value
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#18 Edic
GEMERAL ACTION
Hame Action Subjact {he
Manipudation Set i) .t Action Typa
fowe Role Use Curremt Cendition Action Value * 'sbegagesle-intesrationsl com:3261
MATCH
Message Type

Condition

3.3.11.3 Manipulation rules for OTC Web remote users

The manipulation set ID4 (Index 11 to 14) is automatically created by wizard if websockets have been
selected in the configuration wizard.

4 neader i ur has Modify ‘ruspevm 1 pad ga° Use Current Condmion
1z 4 neader fromurl hos I odify ‘rUspw 0 oad g8

13 1 neader. Refer-To axiste nzader] Wicadify O:0ad.q3:B06 1"

14 4 neader Aeferred-By eicts | hesderRefarren By.urinos Moy ‘PUEpENM 0. i03d. 03 808

#11 E3

GEMERAL ACTION
HNarne Action Subject
Manipulation Set i =3 Acthon Type
Powi Role Uze Current Condition Action Value
MATCH

Message Type

Condition

#12 (o

GEMERAL ACTION

Nern= Action Subject * headerfrom.url host
Manipulation Set 0 =4 Actian Type & Moy

Row Raie idze Current Conditics Action Value ® rusgri il esd get
MATCH

Message Tyoe

Condition

#13 oo

GEMERAL ACTION

Narne Action Subject * neader Refer-To.urlost
Manipulation Set i LR Action Type

Row Role Lise Cuirrent Condition Action Valun # 'rusphvm 10 load ga:8051
MATCH

Meszage Type ® refer request

Condition = Peades ReferTo exlss

#14 3

GEMERAL ACTION

Name Artion Subject ® neader Heferred By i host
Maniputation Set 1D a4 Action Type » Riadiy

Fow Role Use Currert Conditio Action Value * 'ruspbvntlload gaBd6 1!
MATCH

Mezzage Type » pefler reguest

Condition * hender Referced By exists
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3.3.12 Message Conditions
To create new Message Conditions (SIGNALING & MEDIA > MESSAGE MANIPULATION>Message

Conditions)

Message Con

CODERS & PROFILES
INDEX =
58C !
517 DEANITIONS
l 4 MESSAGE MANIPUILATION I
Mezzage Manipulations: (25)
#1[For_ipho

MMEDER GENERAL
INTRAUISION DETECTION Masre

Condition

iPhone: Header.User-Agent contains 'ALE OTC iPhone SQUALE'

not_iPhone: Header.User-Agent !contains 'ALE OTC iPhone SQUALE'

Message Conditions (2

[~ tew | e IS Pagcf ot S B i i e

INDEX = NAR CONDITICH
1 IRnone MEa0er.LnEr-agenT Lancaing ‘ALE OTCIFane SOUALE
ecer ussragent lomising 'ALE OTC Phone SOUALE
#1[iPhone]
GEMERAL
Hame & Phone
Congition = Heaser iged-agent contsing ALE OTC IPha e SQUALE
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ns [iPhone]

GEMNERAL
ndex
Mame e | iPhone
Condition # | header.user-agent contains 'ALE OTC iPhone SQUALE Editor

Cance APPLY

ns [notiPhone]

GENERAL
ndex
Mame & | notiPhone
Condition e | header.user-agent lcontains 'ALE OTC iPhone SQUALE Edito

Cancel [REEENE
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3.3.13 IP Group configuration

The IP Group page allows you to create up to 32 logical IP entities called IP Groups.
IP Group ID 0 cannot be used: this IP Group is set to default values and is used by the device when
IP Groups are not implemented.

Filling the SIP group name with a value will push that value in ‘Request-URI’ and ‘To’ header for all
outgoing SIP message for servers declared in the IP Group.

To configure IP Group (already done for OT and OXE servers, OTCT and OTCV clients if wizard
has been used):

e Open the 'IP Group' page (SETUP > SIGNALING & MEDIA > CORE ENTITIES > IP
Groups):

3.3.13.1 IP Group for OT Server

A
Lt

O Eniy parseeter, wie

1P Groups

uLATION #1[DpenTouch] o defukSkD E3

W DETECTION GENERAL GUALITY OF EXPEREENCE

MESSAGE MANIPLILATION
Inbound Messags Masipuann...

Cubound Messags ManpuliL.

e LissrTe

SBE REGISTRATION AND ALTHENTICATION

P Wuresar of Ewgararan s

e Set the following parameters for OT (Index ‘1’ here):
Type: ‘Server'.
Proxy Set: <proxy name for OpenTouch>
SIP group name: <OT SIP Request-URI FQDN>
Media Realm, IP Profile ID: set the values configured for OT on LAN side
Classify by Proxy set: enable

Outbound Message Manipulation Set: <Manipulation Set number> defined in the Message
Manipulations table for the headers contents of the SIP messages sent to OT server
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3.3.13.2 IP Group for OXE server

£} TOPOLOHGY VIEW P Groups ¢

[ e ] cde |

ot
§
B
i

QUALITY OF EXPERIENCE

GoE Fotie

Bargmin Prole

bl MESSAGE MANIBLILATION
Inound Mezsege Wantpuato

Oubound Mezsage: Manipulac .x

SBC REGISTHATION AND ALITHENTICATION

e Set the following parameters for OXE (Index 2’ here):
Type: ‘Server
Proxy Set: <proxy name for OXE>
SIP group name: <OXE node or role SIP Request-URI FQDN>
Media Realm, IP Profile ID: set the values configured for OXE on LAN side
Classify by proxy set: enable

Outbound Message Manipulation Set: <Manipulation Set number> defined in the Message
Manipulations table for the headers contents of the SIP messages sent to OXE server

3.3.13.3 IP Group for OXE Remote Workers (OTCT clients on WAN)

3 Embey, pavamerer, rake

o410 NI IP.GroLps &

A CORE ENTITIES

T SET
an
#5[0TCT] W defaultshD
GENERAL GUALITY OF EXPERENCE
Haarns = B tjuE brofl Vi
TopotoyLication = Eerdnioth Frodie - e
Yo MESSAGE MANIPULATION
‘ =5 Inound Mexsage Meniculatio.
Vi

CumDound Message Maripuian .

SIP Growp Mame:

Crmacect

SHC REGESTRATION AND AUTHENTICATION
i o oggtaras L
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e Set the following parameters for OXE Remote workers (index ‘5’ here):
Type: ‘User’
Topology Location: Up
Media Realm: set the value configured for OXE Remote workers
IP Profile ID: set the value configured for the OXE Remote workers
Classify by proxy set: disable for any Remote workers

Outbound Message Manipulation Set: <Manipulation Set number> defined in the Message
Manipulations table for the headers contents of the SIP messages sent to OTCT Remote
workers

3.3.13.4 IP Group for iPhone users on WAN

CCaudiocodes

ussarsw | 0w pasameree, vae

IP Groups

#7[OTC (Fhone] 1 defsuksmn &3

GENERAL CUALITY OF EXPERIENCE

......

MESEAGE MANIPLILATION
InSaund Messege Manipuatia_

Ouinound Mezsage Manspuiail.

SBC AEGISTRATION AND AUTHENTIEATION

o i e of Feprteren s

SBC GENERAL

e Set the following parameters for Remote workers with iPhones (index ‘7’ here):
Type: ‘User’
Topology Location: Up
Media Realm: set the value configured for OXE Remote workers
IP Profile ID: set the value configured for the Remote workers with iPhone
Classify by proxy set: disable for any Remote workers

Outbound Message Manipulation Set: <Manipulation Set number> defined in the Message
Manipulations table for the headers contents of the SIP messages sent to Remote workers
with iPhones
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3.3.13.5 IP Group for OT server for iPhones

OCoaudiocodes

Mrdant W |

&

#B[Kamailic]  defaullsRD E3

GENERAL CUALITY OF EXPEREENCE

Topology Locaticn Do Bt Pt

b MESSAGE MAMIPLLATION

Inbound Meszage Masipiano

Crtbrounct Manasge Warepuist <

SBC REGETRATION AND AUTHENTICATION

e Set the following parameters for Kamailio (Index ‘1’ here):
Type: ‘Server’.
Proxy Set: <proxy name for Kamailio>
Media Realm, IP Profile ID: set the values configured for Kamailio on LAN side
Classify by Proxy set: enable

Outbound Message Manipulation Set: <Manipulation Set number> defined in the Message
Manipulations table for the headers contents of the SIP messages sent to OT server from
iPhone users.
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3.3.13.6 IP Group for OTCWeb / webRTC users on WAN

1P Growps 16

H4[OTC WebRTC] 1 defaulisan E3

GEMEHAL GUALITY OF EXPERIENKE

Topalsgy Lk - up Banawii Pofie

o

e fiew MESSAGE MANIPULATION

Intscund Message Manipuiagin.

Outhound Mexsags Manpulsit

SBC REGISTRATICN AND AUTHENTICATICN

Fagiyaren Us

e Set the following parameters for OTCWeb / webRTC Guests / Remote workers (index ‘4’
here):
Type: ‘User’
Media Realm: set the value configured for OT Remote workers
IP Profile ID: set the value configured for OTC WebRTC users
Classify by proxy set: disable for any Remote workers

Outbound Message Manipulation Set: Wizard sets a usable value

3.3.14 P to IP Routing configuration

The IP-to-IP Routing table lets you configure up to 9,000 SBC IP-to-IP routing rules. An IP-to-IP
routing rule routes the received SIP dialog messages (e.g., INVITE) to any of the following
configurable IP destinations:

=  According to registered user Contact listed in the device's registration database (only for User-
type IP Groups)

= IP Group - the destination is the address configured for the Proxy Set associated with the IP
Group

= IP address in dotted-decimal notation or FQDN. Routing to a host name can be resolved using
NAPTR/SRV/A-Record

= Any registered user in the registration database. If the Request-URI of the incoming INVITE
exists in the database, the call is sent to the corresponding contact address specified in the
database

= According to result of an ENUM query

=  (Hunt Group - used for call survivability of call centers)
(IP address according to a specified Dial Plan index listed in the loaded Dial Plan file)
(According to result of LDAP query)
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Device Searches IP-to-1P Routing
Table for Matching Rule

l

Matching Rule Exits? No —»

Device Rejects Call

+

Mot Registered

Device Requests Routing
Server for Destination

AN

Third-Party Yes Device Searches Users
. Routing Server Registration Database far
DEVIE;:sndS CaILbasnlatd Request-URI and Sends Call
on I \ / to Registered Contact
LDAP - Users

Device Searches Users

User-Type Registration Database
¥P ) i

IP Group and Sends Call to

Registered Contact

Destination

Address Destination Type

Server-Type

Device Sends Call to IP
R t-URI
Bques IP Group

Device Sends Call based / | N fp IlSE
Address o roxy
on Incoming Request-URI ned to Grou
1 eques \ Assig to P P

Device 5ends Call hased
on ENUM Query Result

Device Sends Call to IP
Address based on
Dial Plan

The configuration of an IP-to-IP routing rule includes two areas:

Rule: Defines the matching characteristics of an incoming SIP message (e.g., IP Group that sent the
message).

Action: Defines the operation that must be done if the incoming SIP message matches the characteristics of
the rule (i.e., the device routes the message to the configured destination).

If the characteristics of an incoming call do not match the first rule in the table, the call characteristics are
compared to those of the second rule, and so on until a matching rule is located. If no rule is matched, the call
is rejected.

To configure and apply an IP-to-IP Routing rule, the rule must be associated with a Routing Policy. The
Routing Policy associates the routing rule with an SRD(s). Therefore, the Routing Policy lets you configure
routing rules for calls belonging to specific SRD(s).

However, multiple Routing Policies are relevant only for multi-tenant deployments (if needed). For most
deployments, only a single Routing Policy is required (typ. Customer Premise Equipment deployment for one
company) along with a single SRD (“defaultSRD”). As the device provides a default Routing Policy
("defaultSBCRoutingPolicy"), when only one Routing Policy is required, the device automatically assigns the
default Routing Policy to the routing rule.

For more specific cases, please refer to AudioCodes doc LRT-41871.
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To configure IP to IP Routing:

e Open the 'IP to IP Routing' page (SETUP > SIGNALING & MEDIA > SBC > Routing > IP-
to-IP)
This IP-to-IP routing table has been configured by wizard:

QOCaudiocodes

Mahant S |

®

o v WIEW |P-tis-1P Riiitiesg
EnEmEm . - s P 1 |
- e o
o
,I it
#1[OpenTouch - users] E3 g

BEMERAL
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3.3.15 Configure Classification

Classification rules are used to classify incoming SIP dialog-initiating requests (e.g., INVITE
messages) to source IP Groups from where the SIP dialog request originated. The Classification table
lets you configure up to 1,500 Classification rules.

If the classification rule is defined as a white-list (Action Type set to ‘Allow’), the SIP dialog is allowed
and proceeds in the manipulation, routing and other processes. If the classification rule is defined as a
blacklist (Action Type set to ‘Deny’), the SIP dialog is denied.

The Classification table is used to classify the incoming SIP dialog request only if classification based
on the device's registration database and Proxy Set fails. The classification process is as follows:
Classification starts with the device's registration database, where it searches for a match by checking
if the request arrived from a registered user in the database:

e Compares Contact header of the received SIP dialog to the Contact of the registered user

e Compares P-Asserted/From URL to the registered AOR

AR

|
Incoming IP Call

Received on SIP Interface
{SRD Detarmined by
Associated SIP Interface)

v

Searches User

Registration Database
{According to SRD's User
Classification Method)

Source IP Group Vas
(Successful Classification) *
Only if "Classify By

P Set’ is Enabled
Source IP Group ron Yels &
(Successful Classification) ¢
Source IP Group
{Successful Classification) j<—— Yes

IP Address Found for
Proxy Set Associated
with IP Group?

IP Group Found in
Classification Table by
Matching
Characteristics?

Allow or Deny in
Classification Table

Call Accepted Allow

Deny

Call Rejected l

Source IP Group (Default IP
Group of Source SRD) Yes
{Successful Classification)

Allow Unclassified Calls

Mo

Call Rejected
(Classification Failed)
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To configure Classification:

e  Open the 'Classification' page (SETUP > SIGNALING & MEDIA > SBC > Classification)

Classification for OTCT Remote users (done by wizard):
QCaudiocodes

L Ermiy arahe sk

® sAE A
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Classification for OTCWeb WebRTC Guest Remote users (done by wizard):

(3 TOPOLOGY VIEW Classification (4

[ ew ] € | 8 Page ot
45 v
#1{OTC WebRTC] W defauksrD
MATCH
| ) . wriaced ]

e OTCT remote users SIP REGISTER classification examples:

- A SIP REGISTER message of an OTCT Remote worker comes on ‘sipInterface5’ on IP
interface ‘eth1’ (WAN) and addresses the FQDN sbc-ga.qa.ale-international.com-> the
classification succeeds to Source IP Group ‘OTCT (index ‘2’ here).

- A SIP REGISTER message of an OTCT Remote worker with iPhone comes on
‘siplnterface5’ on IP interface ‘eth1’ (WAN) and addresses the FQDN sbc-qga.ga.ale-
international.com-> the classification succeeds to Source IP Group ‘OTC_iPhone’ (index
‘3’ here).

- A SIP REGISTER message of an OTCWeb Remote worker comes on ‘siplnterface4’ on
IP interface ‘eth1” (WAN) and addresses the FQDN ruspbvm10.load.qa’ -> the
classification succeeds to Source IP Group ‘OTC webRTC’ (index ‘1’ here).
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3.3.16 Configure certificate based Security

The Transport Layer Security (TLS), also known as Secure Socket Layer (SSL), is used to secure
the device's SIP signaling connections, Web interface, and Telnet server and/or SSH if configured.
The TLS/SSL protocol provides confidentiality, integrity, and authenticity between two
communicating applications over TCP/IP.

SBC device uses “TLS Contexts” configuration objects to manage different TLS contexts, each with
their own security characteristics.

TLS context ‘0’ is available by default and is used by the webadmin in https mode (if activated).
It includes a default self-signed poor security certificate and poor security conditions:

) METWORK VIEW TLS Contaxts

EIEl Fage of 5o | 7 | reconms oo page
Tz aME EEsOl P
LE e
WEE 5 #0[default] =3
HTTRP
T GEMERAL ocse

TLSVersien
DTLS Version
Ciphr Senser

Opher Cliere

Strict Conificans ERncien Vaid..
BH key Size

TLS R pstiation,

The default TLS context could be applied to all contexts: internal secured connections, as well as
SIP/TLS for Remote Workers/Internet connections to the device.
But a much better practice is:
- to create one (or more) new strong TLS context with a new private key (2048 or more)
with a SHA256 certificate and to apply it to all Remote users use cases, and,
- to harden the TLS context ‘0’ for administration (webadmin https / ssh)

3.3.16.1 Adding a new strong TLS Context with a new private key and generating a new device
certificate

General method:
1. Access to the device’'s webadmin
2. Add a new TLS Context, select the TLS version:

e Use the most secure transport protocol according to your environment capabilities: ‘TLS1.2’ only.
Use ‘TLSv1.0 TLSv1.1 TLSv1.2’ only if compatibility issues occur with some parts of the solution
(it should not happen with OT2.3). Never authorize ‘SSLv3’.

e Default server cipher suite is ‘AES:RC4’. It can be hardened: ‘AES256:AES128:!aNULL:!MD5’

e Default cipher client configured is ‘ALL:!ADH’. It can be hardened: ‘HIGH:MEDIUM’
3. Select the new TLS Context and generate a new Private Key with size =2048

4.  Still within the new TLS Context, fill in the appropriate values in the Certificate Signing
Request page (consult your security manager if necessary) and press Create CSR -> the CSR
is generated and displayed on the page
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Copy the CSR text from ----BEGIN CERTIFICATE REQUEST to END CERTIFICATE
REQUEST----, paste it into a basic text editor (e.g. Notepad) and save it as a .txt file on your
PC

Copy the text and send it to your security provider (CA) to sign this request.

When the CA sends you the server certificate, save it as text file (cert.txt). Ensure that the
file is a plain-text file containing the “BEGIN CERTIFICATE” header, as shown in the
example of a Base64-Encoded X.509 Certificate below:

----- BEGIN CERTIFICATE-----
MIIDkzCCAnugAwIBAgIEAgAAADANBgkghkiGOWOBAQQFADA/MQswCQYDVQQGEWJIG
UJETMBEGA1UEChMKQ2VydGIlwb3NOZTEbMBKGALUEAXMSQ2VydGIwb3N0ZSBTZXJ2
ZXVyMB4XDTk4MDYyNDA4MDAWMFOoXDTE4MDYyNDA4MDAwWMFowPzELMAKGALUE
BhMCRIIXEzZARBgNVBAOTCkNIcnRpcG9zdGUxGzAZBgNVBAMTEKNIcnRpcG9zdGUgU2
VydmV1cjCCASEwWDQYJKoZIhveNAQEBBQADggEOADCCAQkCggEAPqd4MziR4spWId
GRx8bQrhZkonWnNm'+Yhb7+4Q67ecfljanH7GcN/SXsfx7jIpreWULf7v7Cvpr4dR7glJcmdH
INtmf7JPM5n6cDBv17uSW63er7NkVNnMFHWK1QaGFLMybFkzaeGrvFm4k3IRefiXDmuOe
+FhJgHYezYHf44LvPRPwhSrzi9+Aq308pWDguJuZDIUP1F1jMa+LPwvREXfFcUW+w==
----- END CERTIFICATE-----

Scroll down to the Upload certificates files from your computer group, click the Browse
button corresponding to the 'Send Device Certificate...' field, navigate to the cert.pem file,
and then click Send File.

After the certificate successfully loads to the device, save the configuration with a device
reset.

Open the TLS Contexts page again, select the TLS Context index row, and then verify that
under the Certificate Information group, the 'Private key' field displays "OK"; otherwise,
consult your security administrator

If MTLS and/or chained certificates are going to be implemented, the Web interface can also
be used to download the Authority-Signed Root Certificate and/or intermediate certificates to
the AudioCodes device.

8AL90065USAI ed03 52 /97



OTSBC Configuration Alcatel-Lucent (Z})

Enterprise

3.3.16.2 Assign the new strong TLS Context to the relevant SIP Interfaces

To check after Wizard!

To be effectively used by OTSBC, the newly created strong TLS Context must be assigned to the SIP
interfaces that have to deal with TLS:
- SIP interfaces assigned to WAN domain (here index 5 for Remote Workers and index 4
for WebSocket)

e Open the ‘Sip Interface' page (SETUP > SIGNALING & MEDIA > CORE ENTITIES > SIP
Interfaces),

e Assign the new strong TLS context to the TLS Context Name of the relevant SIP interfaces

(O ETO PR RY e

SIP Interfaces (4

#5[sipinterface3] 1 defaultsrn E3

GEMERAL MEDIA
Hara . ariaceS Metia Rasim

Divect Media

Appi

SECURITY

UDF Part

[ T

TCF ok

LG far

Flay T

SCTF Seconclary Hetwark oerts.

Addiona U0P Paes

3.3.16.3 Assign the new TLS Context to OTCWeb IP Group

To check after Wizard!

The new TLS Context must also be assigned to the IP Group for OTCWeb (if configured).

e Open the ‘IP Groups’ page (SETUP > SIGNALING & MEDIA > CORE ENTITIES > IP
Groups)

e Select the OTCWeb IP Group, ‘Media TLS Context’ field: replace the default value ‘default’
by the new strong TLS Context value:

|P Growps
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SBC ADVANCED
Source URI Input

Destination URI Input

SIP Connect No
5BC PSAP Mode Disable
Route Using Request URI Port Disable
I Media TLS Context ® TLSContexts_1 I View
Keep Original Call-1D No
Dial Plan £ View

Call Setup Rules Set D

Tags

SBC Alternative Routing Reason... 2 View
Teams Media Optimization Han... None

Teams Media Optimization Initia... DirectMedia

3.3.17 NAT Translation configuration

If NAT is used on WAN side, the NAT translation table must be filed in with all the necessary ports used by the
OTC Remote Worker applications.

To configure NAT:
e  Open the 'NAT Translation' page (SETUP > IP NETWORK > CORE ENTITIES > NAT
Translation)

e  Configure an index for each types of destination: SIP-TLS port for OTCT, SRTP Media port
range and Secured Web Socket port for OTCWeb WebRTC clients:

QCoudiocodes
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3.3.18 NTP configuration

To configure NTP Server:

e  Open the 'Time And Date' page (SETUP > ADMINISTRATION > TIME AND DATE)
e  Setthe Primary NTP server Address:
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3.4 HTTP/S Proxy server configuration

3.4.1 Enable Reverse Proxy on OT-SBC

Enable HTTP Proxy application

/o
el
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Set the following parameters:
HTTP Proxy application: Enable.
Primary DNS Server IP Address: <First DNS server available for this interface>

Secondary DNS Server IP Address: <Second DNS server available for this interface>

* Save and Reset
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3.4.2 Reverse Proxy configuration

Current Technical Communication explains how to configure the Reverse Proxy on OT-SBC using 4 templates
delivered with this Technical Communication. All templates must be customized according to customer
architecture before loading them in OT-SBC. These templates must be loaded in OT-SBC in the following way:

- template_interface_ed02.ini (optional)

Use this template if you want to create a new interface on OT-SBC for the Reverse Proxy. This means you
add a new WAN interface on OT-SBC for the Reverse Proxy. If you don’t use this template, it means the
Reverse Proxy interface will be the same as SBC interface so the OT public FQDN and OT public IP address
will be the same as SBC public FQDN and SBC public IP address (in this configuration no certificate for the
reverse proxy is necessary as we reuse the same certificate already installed on SBC interface).

- template_rp_ed02.ini (mandatory)
Template to modify according to customer architecture.

- template_ldap_ed02.ini (optional)

Template to modify if Idap authentication need to be managed on Reverse Proxy. A dedicated machine is
necessary to run the ldap-auth deamon (see chapter 4.5).

- template_ot_before2_4 ed02.ini (optional)

Template to modify if redirection to 8770 is require for remote workers connection users (for OT Release <
R2.4 only).

- template_vna_edO1l.ini (optional)
Template to modify according to customer architecture.

These templates must be loaded using the incremental method via the button “Load File”

» Open the ‘Auxiliary files’ page (SETUP > ADMINISTRATION > MAINTENANCE> Auxiliary files)
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3.4.3 Template interface ed02.ini

Open template_interface_ed02.ini file in any text editor and modify it with “find — replace” function.
Find and replace the following attributes:

Search for Replace by

1.1.1.1 <Reverse Proxy IP address in DMZ>

24 Subnet Mask length in bits (e.g., 24 for
255.255.255.0)

2.2.2.2 <Default Gateway>

RP_Interface Reverse Proxy interface name

3.3.33 <First DNS server available for this interface>

0.0.0.0 <Second DNS server available for this

interface>or keep 0.0.0.0 if there is no second
DNS server for this interface

WAN_DEV <Name of Underlying Interface Ethernet
device>

3.4.4 Template rp_ed02.ini

Note from IP Interfaces table the name of interfaces. These names will be useful in current chapter to redirect
https requests from Reverse Proxy inbound interface to Reverse Proxy outbound interface :

- WAN_IF if Reverse Proxy inbound interface = SBC inbound interface
- RP if Reverse proxy inbound interface is a new interface created at chapter 4.3.3
- LAN_IF used as SBC and Reverse Proxy outbound interface

As for SBC the inbound and outbound interface for Reverse Proxy could be the same.

QOCaudiocodes
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Open template_rp_ed02.ini file in any text editor and modify it with “find — replace” function.

Find and replace the following attributes:

Search for

Replace by

RP_Inbound_Interface

Reverse Proxy inbound interface name

RP Outbound Interface

Reverse Proxy outbound interface name

TLSContexts

TLS context name

ot.public_fgdn.company.com

OT public FQDN (ex:
ot_publicname.company.com)

.public_domain.company.com

OT public domain (ex: .company.com)

conference_fgdn.company.com

conference server FQDN (ex:
conference _name. company.com)

conference_name

conference server name (ex:
conference _name)

.conference_domain.company.com

conference server domain (ex:
.company.com)

ot.private-fqdn.company.com

OT private FQDN (ex:
ot_privatename.int_company.com)

ot.private-name

OT private name (ex: ot_privatename)

ot.private-ip

OT internal IP address

.private-domain.company.com

OT private domain (ex: .int_company.com)

Since SBC 7.4 there is a new parameter in HTTP Proxy Servers - ‘Bind to Device’. It is set to ‘Enable’ by
default, but this parameter will interfere with nginx configuration, so it must be set to ‘Disable’.

QCaudiocodes

Meciare W SR | | P NETWORK

HTTP Proxy Servers 3

#0(rp_443]

GENERAL

Doman Name
Lutarrg btacface
HTTP Liztering Fort

TIPS Listening Port

m TS Contest

8AL90065USAI ed03

58 /97



OTSBC Configuration Alcatel-Lucent

Enterprise

3.4.5 Configuring VNA proxy

We expect you already have configuration of reverse proxy for OT.
Create HTTP directives set for VNA proxy:

HTTP Directive Sets (20]
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For this proxy add next directives:
proxy_set_header Host $host;
proxy_buffering off;
client_body_timeout 3600;
proxy_read_timeout 900;

Create Upstream Group for VNA server and Upstream Host inside Upstream Group:
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Upstream host option Host — internal VNA server domain name / IP.

Create HTTP proxy server and HTTP Location:
Domain Name — VNA server common FQDN, same for LAN and WAN.
Don’t forget set Bind To Device to Disable.

In HTTP Location set Upstream Group and Additional Directive Set to previously created objects.

£ METWORK VEEW

CORE ENTITES

SECUSITY

TUALITY

o

WEE SERVICES:

HTTF PRONY

TEPAIDP Prasy Servers B

Upsiraam Groups 4

HTTP Directhos Sess 120)
OWOC Sersices [0}
Ak SERYERS

MEDaA CLUETER

£ Hi W
LORE ENTITIES
SECURITY
ouALTY
DS

HTTP 0 s 40

QYO Sefvees [
ARA SERVERS
4 DHA CLLUSTER

ADPdRCED

HTTP Proxy Servars 4|

Fage 2l Shew 1w ratorch parpage

DOMAIN HAME

HTTP LGTEN MG RORT TR LISTEMING ROBT

[ B Pe

VERIFY CLERT
CERTENATE

Mo

ADOTIORAL DIRECTIE
ST

L] W a4

“iskstongn deameiril i i

TisCanimi, |

Dismis

("]

P I

#3{vna_443]

GENERAL
wave

Dannain Mame
Usteminyg imiariace
HITR Lisening Fon
WITRS Listering Fort
05 Eontet

BT Device

Ve Client Certifcans:

Adkitite! Directive Set

(®) HTTP Proxy Servers [#

D =

40

GENERAL
URLPmE

URL Pattern Tyge
Ut Setarn
Upsream Growp
Upsranm Patn
Gt weertie
Aditional Direcivg Set

Cothe

5] > HTTP Locations (1)

Page o Show 1)« recorcs perpage

L PATTERT THPE LPSTRELA STHENE TR ORELIP URETHERM PATH

Brefs TR iy

=

TLS Comest

LB NTERFACE

ety Cempente

® o3 vint

TiSturiee |

VERIF CEATIPCATE

8AL90065USAIl ed03

60 /97



OTSBC Configuration Alcatel-Lucent @

Enterprise

3.4.6 Template Idap_edOLl.ini

Open template_Idap_ed02.ini file in any text editor and modify it with “find — replace” function.
Find and replace the following attributes:

Search for Replace hy

RP_Qutbound_Interface Reverse Proxy outbound interface name
TLSContexts TLS context name

Ipad_daemon _ip IP address of the machine with Idap_daemon
Ipad pwd Idap password to connect on Idap server
cn=admin,dc=mydomain Login to connect on Idap server (BindDN)
ou=people,dc=mydomain Ldap branch (BaseDN)

3.4.7 Template ot _before2 4 edOLl.ini

Open template_ ot _before2 4 ed02.ini file in any text editor and modify it with “find — replace”
function.
Find and replace the following attributes:

Search for Replace by

RP_OQutbound_Interface Reverse Proxy outbound interface name
TLSContexts TLS context name
8770-fgdn.company.com Omnivista 8770 FQDN

8770-ip_address Omnivista 8770 server IP address

3.4.8 Template _vna edOl.ini

Open template_rp_ed02.ini file in any text editor and modify it with “find — replace” function.
Find and replace the following attributes:

Search for Replace by

RP_Inbound_Interface Reverse Proxy inbound interface name
RP_Outbound Interface Reverse Proxy outbound interface hame
TLSContexts TLS context name
vnha-host.company.com VNA public FQDN

10.10.10.253 VNA server FQDN/IP
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3.5 LDAP Authentication

3.5.1 LDAP Authentication on internal OTSBC reverse proxy

AudioCodes has implemented a built-in Nginx LDAP authentication module. NGINX can perform
authentication with an external LDAP server. This feature relies on the NGINX add-on module “nginx-
auth-ldap-module”, which has been integrated into the NGINX offering on the SBC.

Customize the URL, DN password, and any other attributes of the query as needed. Details of the
syntax supported for the LDAP server declarations can be found in https://github.com/kvspb/nginx-
auth-ldap/blob/master/README.md

Create “HTTP Directive set” for LDAP authentication configuration

B Create new Directive set with name “ldap_server” (Setup > IP network > HTTP Proxy >
HTTP Directive Sets)

B Open HTTP Directives in Directive Set from first step

% NITWOLRK Wi TP Driethoa Sams 2

war e pr

B Create HTTP Directives for each line. For example, the configuration below is suitable for
MS AD on Windows Server 2019

Idap_server ad_1 {

url "Idap://[LDAP 1P]:389/,DC=swc19,DC=tlab?sAMAccountName?sub?(objectClass=person)";
binddn \"CN=Administrator, CN=Users,DC=swc19,DC=tlab\";

binddn_passwd password;

group_attribute member;

group_attribute_is_dn on;

satisfy any;

require group \"CN=Domain Admins,CN=Users,DC=swc19,DC=tlab\";

require group \"CN=Domain Users,CN=Users,DC=swc19,DC=tlab\";

require valid_user;

}
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url: User search base

binddn: Bind as member with required permissions

binddn_passwd: Password for binddn user

group_attribute: Group attribute name which contains member object
group_attribute_is_dn: search for full DN in member object

satisfy: matching algorithm (any / all)

require group: optional list of allowed groups

require: optional list of allowed users, valid_user is a superset and cannot be used together
with ‘user’. It is able to filter users with LDAP query: require user \"<YOUR LDAP QUERY>\";

B Openitemsin (Setup > IP network > HTTP Proxy > HTTP Directive Sets) «<HTTP Context
Directives» (Default index :0) and add new HTTP Directive «<@Include |dap_server@>;» at the
end of the list
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B Openitemsin (Setup > IP network > HTTP Proxy > HTTP Directive Sets) «sbc_443» (Default
index :1) and add two HTTP directives at the end of the list

o auth_ldap "Restricted Access";
o auth_ldap_servers ad_1;
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You can add a second LDAP server with the same syntax but with another Idap_server name and add HTTP
Directive «auth_ldap_servers» in «sbc_443» Directive set.
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3.6 OTSBC Admin Page

All parameters that can be set by Web admin have an equivalent parameter in the
AdminPage. Some parameters, although, are not accessible by the Web admin and can only
be managed using AdminPage.

To consult and/or configure some .ini parameters using the AdminPage:

1. Open the 'AdminPage’ page (HTTP://<SBC IP@>/AdminPage)
2. Click on ‘ini Parameters’:
.Jf. [ Admin Page "’?}r"— — —— ':'-l %
€ C | ® 10.157.131/AdminPage Ik
Parameter Name: Enter Value:

Image Load
to Device

ini
Parameters

Back to
Main

Output Window

To check for a current parameter value, just enter its name in ‘Parameter Name’ field and
click on ‘Apply New Value’ button while leaving the ‘Enter value’ field empty.

To modify a parameter value, fill in the ‘Parameter Name’ field and set its new value in ‘Enter
value’ field, then click on ‘Apply New Value’ button. After a setting modification made using
AdminPage, you need to click on ‘Back to Main’ button to go back to web interface and click
on ‘Burn’ button to save the modification

3.6.1 Remote Workers devices

For a successful NAT traversal we need:

Parameters

Back to
|Main

DisableNAT =0 (default value - means NAT is optional) or 2 (NAT is forced). (1 means
NAT is disabled). This variable is also managed by webadmin in §4.3.5.

EnablelPAddrTranslation =1
EnableUDPPortTranslation=1

Parameter Name: Enter Value:
ENABLEIPADDRTRANSLATION

Output Window

{Parameter MName: ENABLEIPADDRTRANSLATION

|Parameter Mew Value: 1

|Parameter Description:®@=Disable MAT on IP level. 1=Enable NAT in IP level -
|RTP, RTCP, T38. 2=Enable NAT in IP level - Aggregation. 3=Enable MNAT in IP
|level - All (RTP, RTCP, T3B, AGG).
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3.6.2 Others

e NUMOFSUBSCRIBES ='-1" by default, for automatic calculation according the running OTSBC
license. If needed and for test purpose only, this parameter may be edited if the following warning
message is showed: [WARNING] Inbound SUBSCRIBE dialog rejected’ due to exceeded allowed
resource allocation.
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3.7 OTSBC Monitoring

This section gives some basic information about VoIP status (User Registration, Proxy sets, SBC Call Detall
Recording) and active alarms status. The most useful table is ‘SBC Registered Users’.

3.7.1 SBC VolP Status

3.7.1.1 SBC Registered Users

e Open the ‘SBC Registered Users’ page (MONITOR > VoIP Status > SBC Registered Users)

OCaudiocodes sen MONITOR OUHLESHOD T

£ Enuty, paramess kaue

SHC Registared Users

3.7.1.2 Proxy sets status

e Open the ‘Proxy Sets Status’ page (MONITOR > VoIP Status > Proxy Sets Status)

QCaudiocodes MBI Thoues sk e et e

13 Bty parameey, e

{3 MONITOR Proxy Sets Status
o This page refreshes every €0 seconds
SUIMMARY
PROXY SET 1D HAME MODE KEEF ALVE ADORESS PRICRITY WEIGHT SUCCESS COUNT  FAILURE COUNT STATUS
FERFORMANCE MONITORING 1 OpenTauth Harmirg Ditsabed OHUNE
OHE Homing Disasbiec OMUNE
5 Hamalio g Ditsatrles OMLINE
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3.7.1.3 Call Detail Record History

BC CDR Histo e (MONITOR > VoIP Status > SBC CDR Histor

A

MONTCR Jies

I
| [0 Enn, paramere el

SBC COR History

3.7.2 SBC Active Alarms

e Open the ” page (MONITOR > SUMMARY > Active Alarms)

MONTCR

ot MONITOR Active Alarms

SEQUENTALE S SEVERITY SOURTE DESCRFTION TINE

This page refreahan svery b8 weczeda

NP STATLE

NETWORS STATLS
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3.8 OTSBC Administration

This section gives some information about OTSBC device administration accounts and security settings.

3.8.1 User Accounts

e Open the ‘WEB User Accounts’ page (SETUP > ADMINISTRATION > WEB & CLI > Local Users)

QOC audiocodes s N

£y, ey, e

fr TIME B DATE Local bsers

MEINTESRNCE
GEMERAL SECURITY

Each Web user account is composed of three attributes:
e User name and password: enables access (login) to the Web interface :
1 _Primary Account: User Name: Admin Password: Admin(default values)
2 _Secondary Account: User Name: User Password: User

e User level: determines the extent of the access (i.e., availability of pages and read / write
privileges). The available access levels and their corresponding privileges are :

Master

Security Administrator: Read / write privileges for all pages => Admin account
Administrator: 100 (?) read / write privileges for all pages except security-related
pages, which are read-only

Monitor: No access to security-related and file-loading pages; read-only access to
the other pages. This read-only access level is typically applied to the secondary Web
user account => User account
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3.8.2 Web Security Settings

To configure the WEB Security Settings:

e Open the ‘WEB Settings’ page (SETUP > ADMINISTRATION > WEB & CLI > WEB
Settings)

it

CCoudiocodes By oo ousiEs: - o

D Ert; parnTe wakse

Cabes for HTTRS tanrecoor

Web Connection can be ‘HTTPS only’ or ‘HTTP and HTTPS’
= For security matters, better use ‘HTTPS only’.
e  But check before that you have already configured the default TLS_Context
with a server certificate well known by the browsers used for administration.

e A device reset is necessary after changing Secured Web Connection setting
HTTPS cipher suite by default is ‘RC4:AES128’.

3.8.3 Telnet and SSH Settings

To configure the Telnet and SSH Settings:

e Open the ‘WEB User Accounts’ page (SETUP > ADMINISTRATION > WEB & CLI > CLI
Settings)

QOCaudiocodes

& Ui Settings

Dhetyuit tesminal winckow helght

By default only unsecured telnet is activated.
= for security matters, better disable telnet and enable SSH. A device reset is necessary then.
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3.8.4 Configure Web and Telnet Access List

To configure the WEB and Telnet Access List:

e Open the ‘Access List’ page (SETUP > ADMINISTRATION > WEB & CLI > Access List)

QOCoudiccodes

Mo Sw |

Me table entries 1o dizglay

The Web & Telnet Access List page is used to define IP addresses (up to ten) that are permitted to access the
device's Web, Telnet, and SSH interfaces.

If active, access from an undefined IP address is denied. If no IP address is defined, this security feature
is inactive and the device can be accessed by any IP addresses.
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4. Some security recommendations

4.1 Administration

e SSH/HTTPS only have to be activated for maintenance (unsecured telnet and http have to
be prohibited)

e |P access list for maintenance has to be activated when SBC is deployed ‘As a Service’ or
in the customer premises.

4.2 OTSBC operation

e Reject “Unclassified Calls” by SBC configuration (SETUP > SIGNALING & MEDIA > SBC >
Manipulation > SBC General Settings)
Secure routing rules
Define call admission control rules
Increase topology hiding with Messages Manipulation Set (for example remove User Agent
header for messages going on unsecured network)
If possible use non standard ports for application
Activate the IDS

Document Ref Audc: LTRT-30212 Recommended Security Guidelines Ver 7.4
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5. AudioCodes troubleshooting tools for OTSBC

5.1 ACSyslog tool

The ACSyslog tool is an AudioCodes software that helps monitoring the SIP calls and the events from the
OTSBC device point of view. It can be installed on any PC that is reachable by OTSBC device.

All the SIP messages are displayed, even when SIP/TLS protocol is used.

ACSyslog traces do not include the media flows (RTP/SRTP). To analyze also the media flows, use Debug
Recording Tool (8 6.2)

To configure Syslog Settings on OTSBC device:
e Open 'Syslog Settings’ page (TROUBLESHOOT > LOGGING > Logging Settings)
e Enter the IP address of the PC/Server running syslog for ‘Syslog Server IP’
e Enable ‘Enable Syslog’
e Set ‘Debug Level to ‘Detailed’

I

OCoudiocodes s vowon R T

[ By, pavamerer waki

Enabile Syslog

Sysiog Server = ID8T126.12

gD DODOR

To configure ACSyslog tool:
e Start the ACSsyslog tool on your PC

e Open Help tab > Overview and follow the document.
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To operate ACSyslog tool:

File Edit View Tools Help

jommnLlaals kil apr—r

|

B3/05 12:34:21.849 10.97.126.147 local@.warn [S=176967] [BID=83621f:62] HTTP failed sending message. Cause - Service not found Servic
03/05 12:34:21.849 10.97.126.147 local®.warn [5=176968] [BID=83621f:62] HTTP falled sending message. Cause - Service not found Servic
03/05 12:34:21.849 10.97.126.147 local@.warn [5=17696%] [BID=83621f:62] HTTP failed sending message. Cause - Service not found Servic
B3/05 12:34:21.849 10.97.126.147 local@.warn [S=176970] [BID=83621f:62] HTTP failed sending message. Cause - Service not found Servic
03/05 12:34:21.849 10.97.126.147 local®.warn [5=176971] [BID=83621f:62] HTTP falled sending message. Cause - Service not found Servic
83/05 12:35:21.834 10.97.126.147 local@.warn [5=176972] [BID=83621f:62] HTTP failed sending message. Cause - Service not found Servic
B3/05 12:35:21.834 10.97.126.147 local@.warn [S=176973] [BID=83621f:62] HTTP failed sending message. Cause - Service not found Servic
£3/05 12:35:21.834 10.97.126.147 local®.warn [5=176974] [BID=83621f:62] HTTP falled sending message. Cause - Service not found Servic
83/05 12:35:21.849 10.97.126.147 local@.warn [5=176975] [BID=83621f:62] HTTP failed sending message. Cause - Service not found Servic
B3/05 12:35:21.849 10.97.126.147 local@.warn [S=176976] [BID=83621f:62] HTTP failed sending message. Cause - Service not found Servic

I >

| Syslog Listener: UDP | Wiite Log: OFF | Web Connection: OFF | Total: 10 Error: 0 Warning: 10

means ACSyslog is collecting the logs.
means ACSyslog is not listening to SBC logs.

il
Catch the trace and save it by e .
You can also copy the trace or part of trace by selecting some lines — then click right and select Copy.
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5.2 Debug Recording tool

The Debug Recording tool allows displaying the acsyslog traces in a Wireshark format thanks to an
AudioCodes proprietary plug-in for Wireshark tool. It can be downloaded from the AudioCodes official website.
The plug-in provides proprietary Filter attributes in the Wireshark 'Filter' field, selected by typing ‘acdr’.

To install the plug-in on the Wireshark PC:

e Copy the Audiocodes plug-in .dll files (Ac5xPacketRecording_Mii_Wireshark.dll,
AcS5xPacketRecording_Wireshark.dll, ...) under \Program Files\Wireshark\plugins\<Wireshark
release>.

e Restart Wireshark. (Wireshark release: 1.10.12 minimum)
To configure Logging Settings using the Web admin:

e Open the ‘Logging settings’ page (TROUBLESHOOT > LOGGING > Logging Settings)
e Set the Debug Recording Destination IP, then Apply

OCaudiocodes s ouron [ GUEEESHE0T . nonse [0

L Erity; prsmemsie, vankie

Eratis Sysig fraoa

Sysig Server I

< I I B IR B e ]

Ll Fioww Hesprrt Mode Azl

To configure Logging Filters Table:

e Open the ‘Logging filters’ page (TROUBLESHOOT > LOGGING > Logging Filters)

e If not already available, Add a Logging Filter index ‘0’ with Capture Type = ‘Signaling & Media & PCM’
and Mode = ‘Enable’

CCaudiocodes

24 Logging Filters
L
B s et
Lagging Settings
[ .
@ - et ] ] B
Ca. RECORD

GENERAL
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6. SBC profiles configuration in OT using 8770

6.1 Creation of the SBC profile for OTCT Remote Workers

e Declare a profile for OTCT Remote Workers to access to OTSBC in secured mode (SIP
TLS, SRTP strict mode) from WAN domain. Set Port value = 5261.

Metwrork S US|

N 0
w ’ OT | Profile | Features Search [SEICsenter

v B3 ruspbyrn1015.0.007.003
» [ Users and devices

v [ Ecosystem wihere |Mame

v [ ITserver
5 dm

[ dns_14172644254C)

&}
L

Users

)

= ? e

| ntp_472465646354. QT | Directory
| | she-ct |
Devices 3 shc-coy
[ sheLaM-vHE | Name
: 5 shie-wan 1 - ;
» 0§ Systern senices _ __.FQDN she-ga.ga.ale-international. com
= 59 Sericeability | Network type | A
[ 2 o
Configuration @ eSS | Transport protocol |TLS
[Port | 5261
@ | URI schema |siP
| SRTF Mode | Strict
Alarms :DTMF rrode | RFC2833
S | Keep alive . [0
*‘ SwitchOwer timer in seconds | 60
Topology
Audit

Maintenance

*General
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6.2 Creation and association of the SBC profile for OTCWeb
Remote Workers with WebRTC

Metwenrk

e Declare a profile for OTCWeb Remote Workers with WebRTC to access to OTSBC in Web
Socket Secured mode (WSS) and SRTP Strict mode from WAN domain. Set Port value =

8061.

[

rusph

| QT | Profile | Features

0
[

Devices

Configuration

Canfl

I

Alarms

P

Topology

Audit

b aintenance

a

| | Bearch | SBC server

» [ Users and devices
v [ Eco system
¥ (9 1T server

[ dm

(3] she-ct
(7] she-ev
o sheclAN-VHE

v rusphbvmd 0 15.0.007.003

[ dns_14172644254C] |
[ ntp_472465646354.

L 1 she-wan

» [ System senvices
» [ Serniceability
» [ Resources

uration

Ll
bl

Where | Name

a“w

T | Directory

|Name

|Fapn
| Network type
:--Transpnrt protocol
' |Port
. ?L.J-Rlnsc"hema
| SRTP Mode
| DTMF mode

-:;-Keep alive

i she-ga.ga.ale-international.com
| YA
LEE
| 8061

IEE
| strict

|RFC2833
[=

?éwitchOvertimerin seconds 7 ED

*General

e Associate the profile to the WAN SBC field available in the collaboration configuration:
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% ruspbym10 15.0.0

= Soui’ o
» OT | Profile | Features | | gearch | Collaboration configuration

¥ [ ruspbvm10 16.0.007.003 N
» [ Users and devices
> [ Eco system Where [ VWAN SBC-Name
v [ Systern services

» [ Global parameters |
> 9 System | -
» [ Security oT | Directony

» [ Topalogy
Devices v [ applications
v [ Collabaration

Users

fiiternetaceess |
- v @ Collabaration configuration =
T [ [ DEFAULT. : I | WAk SBC .Sbc-wan
> @ Collahoration arganization §Session refresh requests interval (seconds) | 3600
Caonfiguration . @ [evices mandoeiment g.Sessiontimerrefresher | LIAC

» [ Telephony settings
> 9 Messaging
» 9 Application
» [ Motification
» [ IP Tauch application
Alarms . m License
» [ Media configuration
» [ Usergroups
» [ Serviceahility
» [ Resources

"

(0

Topalogy

3

Audit

Maintenance

[ IM & Fresence federation l*‘i-’\febRTC conferencing access | Conferencing

6.3 HTTP proxy server configuration.

OT server must have access to the Internet, if HTTP proxy server is used declare a profile for HTTP proxy

server.
f""’T’"'“'"TFs""""‘] earh | HTTE L LS. W SR | B0 006 002 (3) o NN
10 16.0,006.002 y
' wihgn | Nams LI —
J'_DT [er i

|FODK 102168.25448
| Pros port 8060
| Progetine [HTTR
Prage ussrname
| Froee passward ugar
| P o sutnentication metncd BAGK

|EL cenvicate aumenicalion e |
|PRE 33L cliant canmiste
| PRESEL eliont comficate trpe |PEM

7 g |PRE S5L client key
: |FRE 3L cliant bey oa FEM
r“‘m i |PRE 9L client key pasewond
» £ apenToui
w P oEcs
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7. OTC devices configuration

7.1 OTC PC Remote Worker in OXE Nomadic SIP mode

To be operational, the OTCT PC client in Nomadic mode needs an ‘OXE SIP Subscriber’ (Virtual Ghost SIP)
configured in the OXE server as a SIP Device and in the OT server. A pool of ‘OXE SIP Subscribers’ must be
created. Its range depends on the overall quantity of OTCT nomadic users to be declared on the system.

The SIP password must be the same as configured on OXE side:

A iil i
Lsars
Darioss
5

3 TSPV 10 170099000 ;0T COnTIguration
OT| Profila | Feaiures | | | Seach |OHESIPgubgeriher 7 L& (B
fushkbv 1017 0013 000 s :
i dEcEs iwnere | SIP nomesdic devies number ®| |Eausl |
_[om] cirsstery

| SIP nomadic device nurnber i
| Mawirmurn nurmber of linas

|OHECS | a0t 2
Canfgumiin | SIF login | 208851 m
] | AP pesswor |
Alarms
e
s )

—| ‘GEneraIJ SIP ngiwa i seltings I SIP advanced sanice seltings | RTF | Audio rodec | Yidan ] Security |

For using the OTC PC client OXE Nomadic in Remote Worker SIP secured mode,
apply the SBC profile previously created (§7.1). SBC SRTP authentication is required:

LSRR 10 15 1007 J00F 20T confiaur ation

| | Search | DXE BIP subscribar x| i

it | 8IF nomadic devie numbsr i) [Eawat 7|

G| Direcion
i seuuii

Diirect profocol

JHE SIP subscribe]

Plot used

Maintanane @

| SRTP mode | swict
| Direct SRTP suthentiesfion |
1| | 5iPkeepalimimenit a
| DirectURI scheme |SiD

| Direct SDP he neqatiaion 17

I !
B WAH JETTES
 9EC SRTP authentation |12
L P

SEC Viden ENCypton il

*General | 3IF nebwnrk selings J SIP 3tvancad senice settings !RTF' [ #usio cod=: [ vidzo l Sel:urih'_J

i 2

8AL90065USAIl ed03

79 /97



OTC devices configuration Alcatel-Lucent @

Enterprise

7.2 OTC PC Remote Worker with OTC Smartphone

Go to device configuration > Network tab.

For using the OTC Smartphone client in Remote Worker SIP secured mode, apply the SBC profile previously
created (87.1).

v ﬁ irgEU‘lUD_I irgED‘lDD_f[ﬂ J AATgurauon | TV ETILDTY |
&3 2093100 OTC Smartphone @ 2083100
= irg20101_1irg20101_f[2]
> § irg20102_1 irg20102_f[1] E |
> ﬁl irg20103_1irg20103_f[1] SEC LAM |
g Radioc HEabats N __________|
» § irg20106_lirg20106_f[1]
§ irg20107_lirg20107_f SHC WAN |sbc-ct -
v ﬁl roo20601L rbo20601F [1] _
&7 2093601 OTC Smartphone
» § rbo20610L rbo20610F [1] LmEeD Si1P [Fa 5160
§ rbo20660 Pureoxe Frotocal UDp
> (i sba (18] Register expiration |
g SIPNOMAD
§ test Register duration 720
§ vku20301_Ivku20301_f SIP advanced senvice setting: |
§ vku20302_Ivku20302_f Session imea 2600
Use sessiontimer |F
Session time refresher uac
SIF IP DSCP o

*General | Network | RTP | Audio codec | *OXE 05 | OXE ARS | Data application settings |

7.3 OTC PC Remote Worker in OXE SIP Extension mode

The OTC PC used in OXE SIP extension mode is a standalone client, without any deskphone set.

7.3.1 Configuration of the public Device Management Server

Device Management server must be declared in Eco_system of OT and configured with the corporate LAN
FQDN and port 443:

Metweork S rusphvim10 15.0,00
L]
\ » OT | Profile | Features Search | Device Management Server
¥ [ ruspbym10 15.0.007.003 g
» [ Users and devices
o v 5 Eco system Where | Narme
v [ 1T server
[ [1dm =
[ dns_141726442540511344447( -
EI ntp_4724656463544 307667077 OT | Directany
[5) she-ct
Devices a sho-cy

[4] shelar-YHE

" o [5] she-wan
S » [ Systern semvices
» [ Semiceahility

» [ Resources

rusphymi 0load.ga

=
ort |443

Element created during posi-instaiiation

Configuration

c

The 8770 DM server is also reached by OTC PC SIP Extension from WAN domain via the Reverse Proxy
thanks to a specific policy.
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The DM service public URL must be configured with the public FQDN for OT server (public Reverse Proxy
access):

Users

&

Devices

Configuration

Topolagy

a

%

ruspbum10 15.0.00

QT | Profile | Features

v rusphym1015.0.007.003

» [ Users and devices
» [ Eco system
v [ System semices
» [ Global parameters
» [ System
» [ security
v [ Topology
» [ OpenTouch
» 15 OXE G5
» [ SIP trunk
» [ SIP senvice
» [ wmis
» [ E-mail systern
» [ SMTP sender
v [ Reverse prowy

Search [Reverse [roKy

oT | Directary

| | -]_default shc

» [ applications
» [ Serviceahility
» [ Resources

Display name
APl public URL

E%S public URL
ACS public URL
DMS public URL

Application server

default-she
https:fot-shega.ga.ale-international.com

hitpsfot-shega.ga.ale-international.com: 8016

hitps:#ot-shega.qa.ale-international.com
https:fot-shega.ga. ale-international .corm

appServer - rusphvm10
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7.3.2 SIP extension user and device configuration

Declare the public FQDN of OTSBC for connection users in SBC address field, along with the following
security parameters:

Go to Device configuration Security tab.

lIsers | Profiles Search | Users by common aftributes

v [ Alcatel-Lucent Entarprise [13] :

v i, irg20001_|irg20001_f[1] Where [USEI‘NDE "’] [Cuntains "J [Nnne
&7 20001 OTC PC ] aw
» i irg20002_lirg20002_f[1] : . )
General | Lser attributes | OXE configuration | OT configuration
§ iro20050_| irg20050_| J . :
» § irg20100_lirg20100_f[1] =
w i irg20101 _lirg20101_f[2] [ e
i irg20102_I irg20102_f Direct URI scheme |SIP
g 'rggglgi—:"ggggi—: Direct protocal |Natused
ir ir
i' irSEDmE:IirgszE:f Direct security level Clear and encrypted
§ SIPMNOMAD Direct SRTF authentication |F
i test Direct SDP BE negatiation [
i wku20301_Iwku20301_f
i°1' wku20302_|wku20302_f SHC address she-ga.ga.ale-international com

| SBC port 5261
SBC URI scheme SIP
SBC protocol TLE

' SBC security level |Encwpted only
. SBC STRP authentication
| SBC SDF BE negotiation

SIF keep alive timeout i}

Audio_Crypto_Suites_Security [] |
Audio_Crypto_Suites_Security
Audio_Crypto_Suite_Security |AES_CM_1 28_HMAC_SHA1_80
Audin_Crypto_Suites_Security
Audio_Crypta_Suite_Security |AES_CM_1 28_HMAC_SHA1_80
Audin_Crypto_Suites_Security
Audio_Crypto_Suite_Security |AES_CM_1 28 _HMAC_SHA1_ 80

Audio_Crypto_Suites_Security

Audio_Crypto_Suite_Security |AES_CM_1 28 _HMAC_SHA1_80
Audio_Crypto_Suites_Security

Audio_Crypto_Suite_Security |AES_CM_1 28_HMAC_SHA1_80

l General l SIF userl Netwnrkl *Advanced semvices l RTF lﬁ\udiu codec settings l ideo l Securin_
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And change audio codec settings:

Uzers | Profiles

>

LA R R R

o =lfo effc =i =lo =lfo =i =fiv =lo el =l =liv

¥ [ Alcatel-Lucent Enterprise [13] :
Y g irn20001_lirg20001_f[1]
&7 20001 OTC PC

irg20002_1 irg20002_f[1]
irg20080_| irg20050_|
irg20100_1 irg20100_f[1]
irg20101_lirg20101_f[2]
rg20102_ 1 irg20102_f[1]
irg20103 1 irg20103_f[1]
irg20104_| irg20104_f[2]
irg20106_| irg20106_T[1]
SIPMOMAD

test

whu 203071 _[wku20301_f
wku 20302 [wku20302_f

Where |Usertype

Search [Users by cormman attributes

‘l’] | Gontains

_"] | Mone

-

General | User attributes | OXE configuration | OT configuration

20001

G729 coder arder

PCMU codec urder|2
PCmA Codec order |1

G723 Codec order |4

Codec framing |2EI
Codac payioad 18

Codeac sampiing | 2000

PCMU

Codec framing |2EI
Codeac payiogd 0

Codeae sarmpiing | 2000

PCMA

Codec framing |2EI
Codeac payiogd g

Codeae sarmpiing | 2000

G723
Codec framing |3EI
Codec hitrate 6.3

Codec payiogad | 4
Codec sarmpling 2000

l General l SIP userl Metwark l *Advanced services l RTF lP\LIdiD codec settings l Wideo l Securin
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7.3.3 Considering OXE audio domains with specific audio coders settings

A freshly created OXE node operates by default in VolP ‘with compression’ mode and all its VolP ‘Connection’
users belong to its ‘Default’ IP domain ‘0’. The preferred audio operation of OT ‘Conversations’ desk-phones is
Wide Band audio by default (high quality audio), while the OTCyv ‘Conversation’ devices operate preferably in
non-compressed audio.

If IT admin wants to keep a compressed mode (G.729A or G.723) for the OXE users domain along
with a non-compressed audio (PCMA or PCMU) and WideBand Audio for the OT users, a specific
OXE IP domain has to be set for with OTSBC LAN IP address as follow (IP domain ‘5’ here) to avoid
any troubles in codec negotiation and possible unidirectional audio conversation.

PCX Search |Users TJ e In
» [ Applications P‘ : — —
» (3] Specific Telephone Services Users Where Directory Number ¥| |Equal v
y af
> 0§ AT
» [ Events Routing Discriminator av
» [ Security and Access Control Configuration | Accounting | Directory | Alarms | Audit
e
v [ 1 YES15YESOn ice-ga-ref-2-oxe: 1
» [ IP Parameters P Domain Humb 5
¥ 15 IP domain oiain Number
>[5 0 Default Without Compression With Compress IF Domain Name For OTSBC
. 1 BO1_PCS_MAIN Default Without Compressiol Cauntry Default
L4 D 2 B0O2_PCS_BIS Default Without Compression T Intra-domain Coding Algarithm Without Compression
* [ 3B03_COLOMBES Default Without Compressi¢ Extra-domain Coding Algarithm With Comprassion
» B 4 Public Default Without Compression Without C Vielie BErees EEmieesh NES
B 5 For OTSBC Default Without Compression Witk
) FAXMODEM Intra domain call transp NO
» [5 IP Domain Address
» [ IP Quality Of Senvice COS FAXMODEM Extra domain call transp MO
v [ TSCIIP Parameters G722 allowed in Infra-domain MO
D Default Voice Coding Algorithm With Compressi G722 allowed in Extra-domain MO
[3 UDP Port 32512 Tandem Primary Domain -1
D MTU 1024 Darmain Max Vaice Connection -1
Window Size 1
E IP Quality of semvice 1}
Wolume in dB for IP phones 0
D Local Feedback tone On Ipp Yes IF Damain Tyne P
UDP secured port 32513 Contact Murmber
» [ INTIP Parameters Backup IP address
> Eﬁ Duplication Parameters Trunk Graup 1D -1
* [ Gatekeeper Parameters IP recording quality of service ]
>
£ Gatekeeper E164 Number List r Time Zone Mame System Default
» [ FaxParameters = T

PCX [Users T]h%dﬁﬂ | ice-ga-ref-.. TJ L @ |

T o 1 YES 19 7ES UN Al
» I3 IP Parameters P "] Users Where | Directory Number ¥| |Equal
¥ [ IP domain 5
- i - "1 7
» [5] 0 Default Without Compression With Compress —

> E] 1 BO1_PCS_MAIN Default Without Compressio
Configuration | Accounting | Directory | Alarms | Audit

* B 2 BO2_PCS_BIS Default Without Compression
Lo B 3 BO3_COLOMBES Default Without Compressi
» [5] 4 Public Default Without Compression Without g

ice-ga-ref-2-oxe:1:5

v 5 For OTSBC Default Without Compression With IP Address Low 1722646 63
¥ 3 IP Domain Address IP Address Mode |IP yvargion 4
B 172 26 46.63 IP version 4 17226 46.63 25 IF Address High 17226 46 53
> 3 IP Quality OF Senice COS IP Metask 255.255.255.0
¥ [¥ TSC/P Parameters =
IP Address Type Hoast Address

Default Voice Cading Algorithm With Compressi
[F] UDP Part 32512

It is not necessary to manage IP domains if the OXE VolP mode is set to ‘without compression’
value.
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. ore0124atga m3.402 0KE Gonfiauraton
| wfi 1 | Basrch |sars 2 B3 in |oxemizioa0 gamasnzaz
¥ 13 Classac of Senice ] ':
* 03 Mtendand ezrs WWhere Dlirectary Burnb i ®| |Equal =
Lears = 0§ vzers
» [§ Users by profile = —
» [ BetProfis —1
V3= o ) S i ) e Alarms | - Al
» [ Speed Dialing
Dvices = [ Prions Bonk
= T Enlities 1P Domain Kammber o
) » 0 Trunk Sroups IF Domain Mame
» [ Esternal Benices [ Country Defautt
Gortbureiin : g ;n::r Haie Links nira-dom el Cading Alg ot Twut Compressian
» 05 DaTa durmain € oding A gorithm Wiithout Compreesian
* [ Applications L i Anknaln C BN TERS
» P4 Speciic Telephone Bemces F4MODEM Exra domain call fransp NO
Ls t? AT GTLHOPLIS allowed Ih Inks- domaln HO
* [ Evants Rouling Discrimin star GTINOPUS allowed in Extra-domain N
® g Bewuiy an dAcea s Sontiol Aeeptconf cire. of ather dom YES
TP |
| Y 51 Hoon Frovida cant, tirc. to oln.erclnm |TES
TaRetg » 0§ P Parametars Tandem Frmary Domain . i
v 15 I damain Dot n banYaiee Gonnaction -1
[ 1P Duality of zanice ]
3 B IF Domsin Adtress Conta et Humber
» 1§ IP Qualiy Of Senice COS i ERthaiF die
Fudit . = -
0} TECHR Parametsrs Trank Gronn D 5
T INTAP Paramaiers e T (B
+ [ Duplication Parsmatars IstizEing Qe aioE=rss
b 9 Datekeepsr Paramsters | Time Zane Mame wetem Oefaut
* B GatekeeparE164 HUmber calling |dentifiar
baintananoa T
= O Fan Parametz s | Bupplermznt Calling ldent fer |
* O A sne onizer SIP Surdvabilit Mode o
v [ 03TEd =—
[ B0

= B DHCP Connguration
» O flcatol-Lucent B&8 Sories
+ [ SIP Extension ]’)

o en ]
7.4 OTC PC Remote Worker video configuration.

7.4.1 OXE configuration
Go to OXE configuration: SIP > SIP Proxy.

“TCP when long messages” should be untagged.

P | feanh [Uzers #) i in | me0idinadon ma 0214
v [0 ce0 ) 2 boad o m3 402 14 i 5 =
v 4§ sher TN usere Weere | Diasior Humber ™| |Ecaai 1= [+
= T Media Catewi i
» [ PYTICECT Beatarn = =
* [ Symterm confguration] Aeouning | Diritce | Aimne | Al
» [ Transtalor
» [ Classes orSamca . ___________________________________________________ocetioges______________________________________|
» I Aterdart
» 0 Lners _Instanca iresansdi [
b B Users by g 1P irital ime-oun 400
* I SetPrle | BIF timer T2 Aomn
b Y Gmups LIS Timar aveiliog 6000
& I Speed Cialing Tmer s JE
! Fina buok | Recursive sesnh =
= g ;'L":f;wa Virimal aubenlicaiion melhod S =
+ [ Exdernal Bervices __Authenfication realm
b [ Inber-Hode Links Orit autnernedled intoming calla r
L el | Framework Fanco El
= 0 oaTa Framewo ik N Message Br Period 5
* 0§ Aaplieatons . Framewo e Quararing Panod iE00
: I‘E“! i::uru Telephane Seraces T T H
+ [ Everiz Roudng Discriminzicr bilguadlins sl
& [ Securiy wind Accese Conirol __| Deoradac mede Time Ta Live 1800
L0y Uizer Agert e fier 3
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7.4.2 User configuration
To enable Video in Remote Worker mode go to OTC PC Video tab:
e |PTOS:7

e SBC encryption: TrueProfile: Medium

Users | Profiles Search | Users by comman attributes

v E&Alcatel—LucentEnterprise [13] : —

v i, irg20001 | irg20001_f[1] Where [USEerE "] [Cnntains "] [NDI’]E
&5 20001 OTC PC -
» §f irg20002_1irg20002_f[1]

General | User attributes | OXE configuration | OT configuration

f irg20080_1irg20050_)
» i irg20100_lirg20100_f[1] -
» i irg20101_lirg20101_f[2] L 2000
§ irg20102_lirg20102_f Enable |~
i irg20103_1irg20103_f IP TOS |:.r
§ irg20104_lirg20104_f -
§ irg20106_1irg20106_f SBC encryption 4
il SIPMNOMAD Frofile |Medium
i test TP MAP
f wku20301_Iwku20301_f
i, whku20302_[vku20302_f Cipher suites for vide I|
Cipher suite 1 AES_CM_128_HMAC_SHA1_80
Cipher suite 2 |AES_CM_1 28_HMAC_SHA1 32

l General l SIF user l Ne‘mrnrkJ_ FAdvanced serices l RTP lAudio codec seftings 1 Widen | Security
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8. ALES Remote Worker configuration

8.1 HTTP Proxy for DM access

This part can be configured via SBC Wizard

Known issue (not reproduced in the external wizard tool):

CROT-10720: SBC internal wizard does not add the Reverse Proxy configuration to the ini file

For LDAP Authentication on internal OTSBC reverse proxy plese refer to section 4.5 of this
document

8.1.1 Create Upstream Group

Go to (Setup > IP Network > HTTP Proxy > Upstream Groups) and create Upstream group for
OXE DM Access

QCaudiocodes
Mediant VE SBC
® SRD | Al v
(it NETWORK VIEW Upstream Groups (4)
CORE ENTITIES v
m o Page 1 af 1 Show 10 v records per page o
IP Interfaces (3)
Ethernet Devices (2) INDEX NAME PROTOCOL LOAD BALANCING MODE MAX CONNECTIONS
Ethernet Groups (15) o or_443 HTTPAHTTPS 1P Hash o
Physical Ports (2) 1 ot_8016 HTTPAHTTPS IP Hash 0
Static Routes (0) conf M HITEZWHTTPS 10 lﬂﬁ’v 0
A Carringc l 3 OXE_DM_Access HTTPAHTTPS Round Robin 0 l

HA Network Monitor (0)
NAT Translation (5)

SECURITY ~ #3[OXE_DM_Access]
QUALITY ~
DNS ~ GENERAL
—

WEB SERVICES ~ Name * OXE DM Access

Protocol HTTRHTTPS
HTTP PROXY v e

Load Balancing Mode Round Robin

General Settings

HTTP Proxy Servers (3)

TCP/UDP Proxy Servers (0)
Upstream Hosts 0 items »>

Upsiream Groups (4)

HTTP Directive Sets (19)

0OVOC Services (0)

Max Connections o

AAA SERVERS ~
MEDIA CLUSTER ~
ADVANCED ~

Enter Upstream group name and Protocol: HTTP\HTTPS
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8.1.2 Add Upstream Host to Upstream Group

Press “Upstream hosts” link in (Setup > IP Network > HTTP Proxy > Upstream Groups) and add
OXE host

QCaudiocodes

Medliant VE 58C

® SRD | All

{3} NETWORK VIEW @ Upstream Groups [#3] > Upstream Hosts (1)

m m [i] Page 1 of 1 Show 10 ~ records per page
IP Interfaces (3)

Ethernet Devices (2) S S e S =
Ethernet Groups (15) 0 nede0i2 load.ga 443 1 Disable

Physical Ports (2)

CORE ENTITIES v

Static Routes (0)

HA Settings

HA Network Monitor (0)
NAT Translation (5}

SECURITY ~ #0
QUALITY ~

DNS ~ GENERAL

'WEB SERVICES ~ Host * node012 load.ga
Port . 443

HTTP PROXY v
Weight 1

General Settings

HTTP Proxy Servers {3)
TCP/UDP Proxy Servers {0)
HTTP Directive Sets (19)
OVOC Services (0)

Backup Dizable

AAA SERVERS ~
MEDIA CLUSTER ~
ADVANCED ~

Host: OXE IP or FQDN
Port: DM access port
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8.1.3 Create HTTP Directive set

Go to (Setup > IP Network > HTTP Proxy > HTTP Directive Sets
QCaudiocodes

Mediant VE SBC O entity, parameter, value
® SRD Al v
£} NETWORK VIEW HTTP Directive Sets (20)
CORE ENTITIES v
m m Page 1 af 1 Show 30V records per page £
IP Interfaces (3)
Ethernet Devices (2} INDEX SET NAME DESCRIFTION
Ethernet Groups (15) 1 rp_443 rp directives part 443 location /
Physical Ports (2) 3 rp_443_share rp directives port 443 [ocation /share/
Static Routes (0) 4 rp.8016 rp directives port 8016 location /
HA Sertings 5 rp_deniedURL rp_deniedURL
HA Network Monitor (0) 7 conf_443 global conf 443 directives
NAT Translation (5) 8 at_ot 451 pass ta OT with no limit 451
9 conf_r451_buddies_attach pass to OT with sorne limit for file sharing 451
SECURITY ”~
10 at_ot_w_chunk_455 Event pipe http chunk ics action openserver interface 455
QUALITY ~ 1 at_ot_453 pass to OT woth rate limit 453
12 at_ot_rest_456 pass 1o OT for REST APl 456
DNS S 13 conf_443_slides_otcwebguest canf directives for lacation /slides/ file OTCWeb_guest.xml
WER SERVICES A 14 conf_443_OTCSharingmsi conf?? directives for file /OTCSharing/QTCSharing. msi
15 conf_443_share conf directives for fshare/ #Desktop sharing
HTTP PROXY W 16 conf_r451 return_451
General Settings 7 conf_r455_r451 ics return 455 or return 451
HTTP Proxy Servers (3) 18 conf_r453 return 453
TCP/UDP Proxy Servers {0) 19 at_ot_w_rate_limit_cook_r453 ot_w_rate_limit_cook r453 else 403
o = o
Upstream Groups (4) LW
Di ) I 21 OXE DM directive set
HTTP Directive Sets
0OVOC Services (0]
© 1
AAA SERVERS ~
MEDIA CLUSTER ~
GENERAL
RN Loy Set Name * OXE DM directive et
Description

HTTP Directives 0 items >>

Name and Description: Any

8.1.4 Add directives to Directive set

Go to (Setup > IP Network > HTTP Proxy > HTTP Directive Sets -> OXE Directive set ->
HTTP Directives)

QCaudiocodes serup

Medtiant VE SBC

€3 NETWORK VIEW (¥) HTTP Directive Sets [#0] > HTTP Directives (7)
CORE ENTITIES
ENER & Page® o Srioh 0 s p pagE

SECURITY MOEY DIRECTIVE

0
QUALITY ,

2
NS

WES SERVICES

A HTTP-PROXY

al Seftings #0
HTTP Proxy Servers (1)

TOR/UDP Proxy Servers (0)
Upstream Groups (1) GENERAL

AP Sandras i
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Add new directives line by line:
proxy_set_header Host $host;
proxy_buffering off;
proxy_read_timeout 900;
client._max_body_size 10m;
client_body_timeout 3600;
sub_filter_types *;
sub_filter_once off;

8.1.5 Create HTTP Proxy Server

Go to (Setup > IP Network > HTTP Proxy > HTTP Proxy Servers)

QCaudiocodes

Mediant VE SBC £ Entity, parameter, value

® ) o m

{3} NETWORK VIEW HTTP Proxy Servers (4)

CORE ENTITIES v ~
+New ] Page 1 of1 Show 10 v records perpage o
per pag;

IP Interfaces (3)
Ethernet Devices (2) LISTENING HTTP LISTENING HITES VERIFY CLIENT ADDITIONAL

S INDEX NAME DOMAIN NAME e e e IE'ICS];-EFNING TLS CONTEXT BINDTODEVICE  porimieare e

Prhysical Ports (2] 0 rp_443 ot-sbcqa.gaale-in RP 443 TLSContexts_1 Disable No rp_deniedURL

Static Routes (0) 1 rp_8016 otsbegagaalein RP 2016 TLSContexts_1 Disable No rp_deniedURL
Settings s il el NES

HA Network Monitor (0) l 3 OXE DM Access oxe-sbcga.gaale- RP 443 TLsContexts_1 Disable No OXE DM dire

NAT Translation (5)

SECURITY ~
QUALITY -~ #3[OXE DM Access] m
DNS ~
'WEB SERVICES ~ m
Name ® OXE DM Access
HTTP PROXY v
Domain Name * oxe-sbcga.qa.ale-international.com
Gefiend Jrines Listening Interface = RP View

HTTP Proxy Servers (4]
s i

TCP/UDP Proxy Servers (0)

HTTPS Listening Port 443
Upstream Groups (4) g *
HTTP Directive Sets [20) TLS Context ® TLSContexts_1 View
OVOC Services (D) Bind To Device * Disable
AAA SERVERS A Verify Client Certificate No
MEDIA CLUSTER ~
ADVANCED ~ HTTP Locations 0 items >>

Name: Any

Domain Name: External SBC FQDN for OXE RP

Listening Interface: New or existing external interface for OXE RP
HTTPS Listening Port: External port for OXE RP access

Bind To Device: Disable

Additional Directive Set: OXE DM Directive set
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8.1.6 Create HTTP Location for Proxy Server

Go to (Setup > IP Network > HTTP Proxy > HTTP Proxy Servers -> HTTP Locations)

QCaudiocodes - - e (M

| o #mty, paramerer. veie|

Meckarit VESBC ' 1P NETWORK

HA Sammings

#1

URL Pattern: /DM/dmsoftphone/

Upstream Scheme: HTTPS

Upstream Group: OXE Upstream Group from step 9.1.1

Upstream Path: /DM/dmsoftphone/

Outbound Interface: New or existing external interface for OXE RP
Cache: No

TLS Context: TLS Contexts for OXE DM
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8.2 Internal LDAP search for Remote Workers

For LDAP search in Remote Worker, the external FQDN with LDAPS port should be resolved
by local DNS as a local LDAP server. Only secure connections are allowed on both sides. Need
to set external FQDN with LDAPS protocol in DM file configuration.

8.2.1 TLS contexts for LDAP

Create or update existing TLS contexts with certificates for LDAP public and local FQDN.
In the root certificates of this TLS context, need to add the LDAP server certificate.

8.2.2 Create Upstream Group for LDAP server

Create new Upstream Group for access to LDAP server. Go to (SETUP > IP NETWORK >
HTTP PROXY > Upstream Groups

QCaudiocodes
Medtant VESBC D Entity, paramater. value
@ . SRO | Al
{2t WNETWORK VIEW Upstream Groups (5)
CORE ENTITIES bl
m m o Page 1 of 1 Shaw 0 % recordsper page
IP Interfaces (4)
Ethernet Devicas (7} IMDEX MAME PROTOCOL LOAD BALANCING tMODE MAX COMNECTIONS
Ethernet Groups (13) i} ot442 HITPHETES IP Hash D
Drysical Ports [2) 1 ot_8016 HITPHTTPS IF Hash o
Static Routes [0) 2 conf_intarmal 443 HITMHITPS IP Hash e}
HA Sertngs 2 Ll ceia I o ThnpS haaadabn il
His Network Moritor i0) I 4 LO#P_ALES Accass TCPUBP Round Robin o l
MAT Translation (5) v
#A4|LDAP_ALES_Access] E3
SECURITY ~
QUALITY ~
GEMERAL
DNS -~
MName * [DAP ALES Access
WER SERVICES ot Protocol » TCEUDP
e = Lioad Balancing Mode feuina Robin
Wax Connections

General Sengs

HTTP Proxy Servers (4)
TCPAUDE Proxy Servers (1)
HTTP Directive Sets {20}
OVDC Services (0)

Upstrean Hoses 0 iems oo

A4 SERVERS ~

Name: Any
Protocol: TCP\UDP
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8.2.3 Create Upstream Hosts for Upstream group

Create new Upstream Host. Go to (SETUP > IP NETWORK > HTTP PROXY > Upstream
Groups > Upstream Hosts

QC audiocodes

Mediant VE SBC

D Entity, parameter, value

£} NETWORK VIEW @ Upstream Groups [#2] > Upstream Hosts (1)
4 CORE ENTITIES
m m Page 1 of 1 Show 10 v records per page L
IP Interfaces (4)
Ethernet Devices (3) INDEX HOST PORT WEIGHT MAX CONNECTIONS  BACKUP
Ethernet Groups (15) | o 135,247.192.62 636 1 D Disable |

Physical Ports (3)

Static Routes (0)

HA Settings

HA Network Meonitor {0)

NAT Translation (2)

SECURITY #0 m

QUALITY
GENERAL

i Host ® 135.247.192.62
Port * 636

WEB SERVICES
Weight 1

A HTTP PROXY Max Connections [
= Backup Disable

Host: LDAP Server local IP or FQDN
Port: 636 (Or configured secured LDAPS port)
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8.2.4 Create TCP/UDP Proxy Server

Create new TCP/UDP Proxy Server. Go to (SETUP > IP NETWORK > HTTP PROXY > Upstream
Groups > TCP/UDP Proxy Servers)

QCaudiocodes

SETUR

(2} NETWORK VIEW
4 COREENTITIES
IP Interfaces (4)
Ethernet Devices {3)
Ethernet Groups (15)
Physical Parts (3}
seatic Routes [0)
HA Settings

HA Network Manltor (0]

NAT Translation (2

SECURITY
CRUALITY

DNS

WEB SERVICES.

A HTTP PROXY

General Sertings

HTTP Proxy Servers (1}
Upstream Groups (2)
HTTP Directive Sats (3)
OWOC Services [0)

Name: Any

TCP/UDP Proxy Servers (1)

m (] Page 1| af 1 Show 10 v records per page
B - ustenme P e USTENSIDE  LSTENTLS  UPSTREAM  OUTBOUND  UPSTRE
g 3 = [ EACE ey el = e . e TE E DE
INTERFACE PORT Rt S5L CONTEXT CROUP INTERFACE SIDESS
I a LOAP ALES Sear  RP_IF 538 Enahlz ALES TLS Corme:  ALES_Exchamge. LAN_LOAP_IF Enatile
#O[LDAP ALES Search] E3
GENERAL UPSTREAM PARAMETERS
I Name ® | DAP ALES Search Upstream Group ® ALES Exchange LDAF View
Addltional Directive... View Outbound Interface * LAN_LDAP_IF View
Upstream Side 551
LISTEN PARAMETERS Uspstream TLS Con.. ALES TLE Contsxt View
Ttening merace AT = Upstream Verify C... * Yes
TCF Listening Port * 536
UDP Listening Port
Listen Side S5L = Enable
Listen TLS Context = ALES TLS Context View

Listening Interface: WAN interface for LDAP access
TCP Listening Port: 636 (Or same port as on local LDAP secured access)
Listen Side SSL: Enable
Listen TLS Context: TLS Context with LDAP server certificate for external FQDN
Upstream Group: Upstream group for local LDAP server
Outbound Interface: Local interface to access LDAP server
Upstream Side SSL: Enable
Upstream TLS Context: TLS Context for local LDAP server
Upstream Verify Certificate: Yes
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9. Anhnexes

9.1 Procedure to change default UDP port between kamailio-
wasp and SIP proxy

If you need to change 5160 port to 5060 port connect to OpenTouch for any reason.

You can use the following script:

cd /usr/kamailio-wasp/

Jsetdefaultsipport.sh (to see the configuration)
Jsetdefaultsipport.sh wasp (to set port 5060 for iPhones)
Jsetdefaultsipport.sh proxy (to move back port 5160 for iPhones)

Also you need to change port in SBC configuration:
e Open the 'Proxy Sets' page (SETUP > SIGNALING & MEDIA > CORE ENTITIES > Proxy Sets)
e Choose ‘Kamailio’

e Open the Proxy Address (use the link on the bottom of the page): IP Address (or FQDN) of OT
server: 5060:

QCaudiocodes 5 NN BLEsH Actians - I,

L Fnrity; pavametsy, walie

GEMERAL

A 5B
—
Classification (4 Transpodt Ty * uop
4 Rouzing

e Open the 'Message Manipulations' page (SETUP > SIGNALING & MEDIA > MESSAGE
MANIPULATION > Message Manipulations).

e Index 36 (Manip Set ID 8) modify port to 5060.
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Message Manipukaticns (20

CORE ENTITES

sz pa page

COOERS & PADALES

SBEC 2
i
b gn bl (30 ] i
=
i

GENERAL ACTION

Name Aation Sabjet » nesie
[Cemputzton s s ] Action Type:

f— s Cusmurt e ction vakse

MATCH

Message Type

cordpen
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9.2 Embedded Nginx in a non-IPv6 environment.

To avoid possible problems with Nginx address resolution if you are not using IPv6 in your office
network, an additional step should be performed to prevent Nginx from trying to resolve IPv6
records. This is known to cause problems with OTC Web.

To do this, navigate to the AdminPage of your SBC: http(s)://<your SBC address>/AdminPage

and introduce a new variable “NGINXRESOLVERPARAMS” with a value “ipv6=off” and press “Apply
New Value” button. You should get an output similar to the screenshot below:

Parameter Name: Enter Value: _
Image Load | NGINXRESOLVERPARAMS |

to Device

ini
Parameters

Output Window

Parameter Name: NGINXRESOLVERPARAMS
Parameter MNew Value: ipv6=off
Parameter Description:

After that, go back to the regular SBC page and reset your device with “Save To Flash” option
checked:

QCaudiocodes seTup

Mediant SW [0 Entity, parameter, value
® 5RO Al
% TIME & DATE Maintenance Actions
WEE & CLI
RESET DEVICE LOCK / UNLOCK
SHiMP
Lock LocK
LICENSE

A MAINTENANCE

Malntenance Actions

Configuration File

For Reset Device ; If you of

all chianges made since th

& deviee 15 TEseT

For Save Configuration: Savir:

In woice qualicy, therefore, iTis reca

orary degradation
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